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Navigating the Wireless Nightmare
A Public Safety Perspective

Introduction

Over the next few years, most law enforcement agencies will take on the task of
planning and implementing wireless technologies for their agencies. The backbone of
these projects will be the wireless and wired data networks needed to support the access
to and sharing of data. The decisions agencies are making today will determine how
emerging technologies can be used to address wireless data transmission needs over the
next five to ten years.

Law enforcement, having long recognized the value of providing its mobile work
force untethered access to the exchange of information, has deployed wireless data
networks since the mid-1970s. With the tremendous growth in the worldwide wireless
communications industry, wireless technology is now capable of reaching hundreds of
millions of people at virtually every location on the face of the earth. This growth in the
marketplace has driven the development of wireless technology and applications.
Deploying a mobile, information-driven work force, law enforcement is poised to take
advantage of this explosion of emerging technology.

These decisions will directly impact law enforcement’s ability to implement new
hardware and software technologies. Over the next five years, it will be critical for law
enforcement agencies to:

o Investigate emerging technologies
o ldentify future trends and events that will impact wireless technology

o Develop a strategic plan to address future needs



o Transition their existing networks, hardware and software to technologies

that will meet those needs for at least the next five years

Emerqging Wireless Networks

Commercial Public Wireless Networks

Commercial public wireless networks provide a number of advantages for law
enforcement. They have proven to be very reliable, have wide area coverage, are fast
networks compared with the private radio networks most law enforcement agencies have
deployed, require minimal capital outlay for network set-up and do not require private
radio frequency acquisition. These networks use privately held radio frequencies that are
protected from eavesdropping under state and federal telecommunications laws. There
are currently three generations of commercial public wireless networks operating. Third
Generation and evolutionary path 2.5 generation networks are emerging technologies.
Third generation technology is currently available in limited areas (mostly outside of the
United States) and is being used by a limited number of consumers. Evolutionary path 2.5

generation networks are available in many metropolitan areas in the United States.*

Evolution Path (2.5G)

GPRS (General Packet Radio Service) is an evolutionary enhancement to GSM
technology that enables continuous flows of Internet Protocol (IP) data packets at up to
170 kbps. GPRS allows users to be continuously connected while only consuming
network resources when sending or receiving, allowing users to enjoy tenfold price-

performance improvements.> Over 135 wireless carriers are in various stages of GPRS



deployment making GPRS the world’s ubiquitous data network standard.>* EDGE
(Enhanced Data rates for Global Evolution) the next evolution of GPRS that further
enhances GSM and TDMA wireless systems by increasing data throughput to 384 kbps
(theoretical speed) while meeting essentially the same bandwidth occupancy of the
original GPRS signal. EDGE is backward capable to GPRS allowing users to remain on
the slower GPRS system if it meets their needs.* Edge service is emerging in large U.S.
markets.

CDMA 2000 (Code Division Multiple Access 2000), 1X is the 1S-95 (2G)
evolution to third generation. This technology can support wireless data speeds of up to
153kbps, CDMA 2000 is an efficient, robust technology supporting both voice and data.
CDMA 2000 is backward capable to Second Generation CDMA and is currently

available in metropolitan U.S. markets.’

Third Generation (3G)

Third Generation is defined by the International Telecommunication Union-2000
as networks which deliver improved system capacity and spectrum efficiency over the 2G
systems and support data services at minimum transmission rates of 144 kbps in mobile
(outdoor) and 2mbps in fixed (indoor) environments.

WCDMA (Direct Spread Code Division Multiple Access) is the next step in the
migration for GSM network providers. WCDMA has theoretical data speeds of 2mbps.
and will require new end user hardware.® WCDMA is not currently available in U.S.

markets.



CDMAZ2000 1XEV-DO is a packet data system designed to enable operators to
provide high speed data rates up to 2.4mbps, up to three times the capacity of 1X. This
service is not currently available in U.S. markets; however, it is the next step in the
migration of CDMA technology.’

Institute of Electrical and Electronic Engineers 802.20 is the proposed WiFi (the
term is a registered trademark of the WiFi Alliance, which is a non-profit organization
formed in 1999 for certifying the interoperability of IEEE 802.11 products and to
promote WiFi as the wireless local area network standard)® answer to the 3G wireless
wide area network market. This technology, if approved and deployed, would likely
provide a true third generation wide area network that would easily interface with 802.11

local area networks and 802.16 metropolitan area networks.

Fourth Generation (4G)

The standards for the long-term future of commercial public wireless networks
have not yet been established. Implementation of fourth generation networks is estimated
to be as many as 10 years off. According to Mikko Uusitalo, Chairman of the Wireless
World Research Forum, when 4G does arrive, it could operate at 100 megabits a second,
nearly 10 times faster than wireless hot spots (802.11). Uusitalo’s goal is to have 4G be a
worldwide standard to avoid a repeat of the situation in the United States where there are
three major incompatible cell phone networks (CDMA, GSM and IDEN) fighting for
survival. In Europe, there is one: GSM.®

Michael Powell, chairman of the Federal Communications Commission, is among

many in the United States who question the necessity of the united approach. He points



out that while European countries all operate on the same type of GSM/GPRS network,
their monolithic approach did not help them bring the faster third generation wireless
networks into being any quicker. “They destroyed 3G for themselves, for the most part,”
Powell said. He suggests that future cell phone chips will enable phones to operate on any
global network. “If your phone has a chip in it that can pick any spectrum, why do you
care what they pick?” Uusitalo would like to see a blueprint for 4G worked out by

2007.%0

Private Data Radio
Legacy private radio data systems are in common usage by law enforcement for
data transmission. These systems commonly share bandwidth between voice and data
making them slow, with insufficient bandwidth to handle emerging wireless applications.
The modernization of private data systems faces two major hurdles: the cost of building
networks and the availability of additional spectrum within dedicated bandwidth.

In 1997, Congress, responding to the recent focus on interoperability and
homeland security, recognized public safety’s need for spectrum and reallocated 24 MHz
of spectrum from television channels in the 746 — 806 MHz band. This band is
commonly referred to as the 700 MHz band. The 700 MHz band’s close proximity to
public safety’s current 800 MHz allows agencies to expand their current 800 MHz
narrowband voice and data systems and to implement advanced wide area high speed

data networks.!

Unfortunately, in order for public agencies to use the reallocated
spectrum, any TV stations currently operating in the spectrum must have ceased

operations. This is as many as seven channels in any given market.** Currently, an



estimated 54% of the country’s population lives in areas where public safety has no
access to the 700 spectrum. An additional 16% of the population lives in areas where

public safety has access to only half of the 700 MHz spectrum.*®

IEEE 802.11

IEEE 802.11 is a type of radio technology used for wireless local area networks.
The standard has been developed by the IEEE (Institute of Electrical and Electronic
Engineers). There are several benefits to WiFi networks: they increase mobility; provide
significant bandwidth increases over current wireless networks; are compatible with
networks using Internet Protocol; do not require private radio frequency acquisition; and
the capital outlay for network set up is moderate. WiFi networks have a number of
inherent limitations for public safety use. The frequencies used are in the public
spectrum and have limited availability. This means that local businesses, government
agencies and even individual households are setting up networks and transmitting within
this narrow spectrum. This has created interference issues and security issues for these
networks. Public safety must have networks that have network access (authentication)
and data protection (encryption).

Original 802.11 networks had a security protocol that had limited security
standards that have proven to be easily defeated.* The IEEE is currently working on
developing a new standard for WLAN security, 802.11i. This specification will upgrade
the current authentication standards and encryption made available in mid-2003.*> These
new security advances, along with other network security measures such as Virtual

Private Networks (VPN’s), can make WiFi networks secure enough for public safety use.



The limited range, 300 feet from the hub for 802.11b, makes building a municipal
area network with adequate coverage difficult. Even with the combination of wireless-to-
wireless (Ad-Hoc) networks and wireless to wire (Infrastructure) networks and wireless
node to node (Mesh) networks, it would be difficult and likely expensive for a city to

provide full coverage within their jurisdiction with an 802.11network.*

WirelessMAN

The Institute of Electrical and Electronic Engineers 802.16 standard known as
WIMAX may have the greatest potential for law enforcement in the 802 standard
technology. This emerging technology is known as WirelessMAN air interface or Air
Interface for Fixed Broadband Wireless Access Systems. The principle advantage of this
standard is a cell radius of up to 30 miles, typically averaging 4-6 miles, non-line-of-site
performance. This technology can provide a metropolitan area network backbone to
802.11 local area networks. With data rates up to 75 mbps and bandwidth of 20 MHz ,

802.16 networks can provide services at the T-1 land line level.*

Ultra Wide Band (UWB)

In 2002, the Federal Communications Commission approved the commercial use
of ultrawideband technology. Initially established as a military application, UWB is the
newest wireless personal area network technology. A low cost and low power wireless
technology, UWB uses a wide, flat signal that pulses rapidly. In addition to being able to
transmit data at rates between 100 Mbps and 500 Mbps, these signals can pass through

doors and other obstacles that tend to reflect signals at bandwidths that are more limited



and at higher power levels. This allows the technology to be useful in detecting what is
behind walls or buried underground. This technology is now being looked at by a
number of commercial providers. It has potential to achieve speeds of 500 Mbps at a
much lower cost than 802.11 networks. UWB signals are so powerful that they could

cause interference to other wireless operations.*®

Emerqging Wireless Applications

In order to determine their wireless network needs, it is critical for law
enforcement managers to have a good understanding of the type of applications law
enforcement is likely to be using in the future. There are three main categories of future
applications worth taking a closer look at: streaming video, Internet-Protocol-based

applications and applications for personal data devices.

Streaming Video

Law enforcement has long seen the value of remotely accessing video for
surveillance, officer safety and liability management. Most agencies have experience
with remote video using wired networks or video storage devices. High speed wireless
networks can provide law enforcement with the ability to monitor remote sites from
mobile positions, monitor mobile to mobile or monitor mobile activity from fixed sites.

The technology for monitoring remote streaming video over wireless IP devices
currently exists today. The limiting factor for wireless access to remote video has been
the speed and bandwidth of the wireless networks being used by law enforcement.

Current wireless networks capable of 9.6 baud or 19.2 kbs are not capable of video



transmission or reception. Emerging networks, such as GPRS and CDMA, are capable of
sending and receiving short video clips and video frames but cannot handle live
streaming video. The Edge upgrade to the GPRS network has advertised speeds capable
of handling live streaming video. However, this is realistic only when optimal network
conditions exist. True third generation networks, such as CODMA 2000 and WCDMA,
will bring public wide area networks into the streaming video business within the next
five years.

WiFi, while not in common use by law enforcement, is capable of handling
streaming video applications.?’ While coverage, cost of implementation and security
issues limit WiFi as total wireless solution for law enforcement, network bandwidth and
speed make WiFi a good solution for streaming video applications. Emerging WiMax
technology promises to resolve some of these issues and will likely be the best

technology available for this type of application in the next five years.

Internet Protocol Based Applications

A study by the UMTS (Universal Mobile Telecommunications Systems) Forum
found that mobile intranet/extranet access and customized infotainment would become
the dominant wireless data services in the next 5 to 10 years.?* Internet Protocol,
Intranets, Virtual Private Networks and server-based terminal emulation software has
provided law enforcement with the infrastructure that will allow mobile access to
traditional office applications and databases. Internet protocol-based applications will
facilitate the sharing of databases between government agencies allowing the mobile user

real-time access to databases traditionally only available over landline connections.



Videophone technology will permit person to person or person to multiparty, real-
time video, plus voice. This technology could be used for conducting briefings in the
field, training and could provide more personal contact between field officers and clients
than traditional phone calls or text messaging.?? Internet Protocol voice is a
conversational voice service that can transmit to and from all types of networks. This
technology would allow data devices to second as a private radio system and has the
potential of replacing traditional police radio systems or providing a backup to them.
Interactive customer care applications will provide the ability for systems managers to
remotely scan mobile units and reset terminal settings, upgrade software and install
software while the mobile unit remains in the field. Multimedia services applications will
allow user terminals to address, access and present different types of multimedia objects.
These applications will be used for in-field training and public presentations.

Voice Portal applications provide the ability to access information and conduct
transactions with voice commands. This technology will soon become accurate enough
for use in the mobile environment. Voice portal applications will allow for safer and

more efficient use of mobile applications.”®

Personal Data Device Applications
Personal Data Device hardware and software applications, as they have in the
general marketplace, will likely have significant impact on the future of wireless in the
law enforcement community.®* Advances in wireless data transmission are energizing

the vision of making Internet/Intranet device independence a reality.”> While law

10



enforcement has been a leader in connecting their mobile work force, agencies generally
have been tied to patrol cars. In the future, we will likely access information from a
number of handheld or wearable devices. This includes wearable, heads-up displays that
allow emulation of the car’s mobile computer, personal video devices that are capable of
transmitting and storing video and audio from an officer’s person, and personal data

devices capable of entering reports, records information and creating citations.?

Solving the Nightmare

A Multimodal Approach

Based on these forecasted trends and future application needs, law enforcement
management should consider taking a multimodal approach to developing wireless
networks. Law enforcement’s migration path should include the implementation of
robust, high speed, wide area wireless networks (such as third generation commercial or
private radio networks), metropolitan area networks (such as WirelessMAN), and
personal area networks (such as ultrawideband technology) designed to function as an
integrated network. Wide area networks will provide the coverage necessary for agencies
to function regionally. Metropolitan area networks will provide the ability to transmit
large volumes of data, video and voice at high speeds without accumulating high usage
fees. Personal area networks will provide the vital link between personal computing
devices and wide area or metropolitan area networks.

Initially, it will be necessary to integrate these networks through software

applications that are currently available through several national vendors. As fourth
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generation firmware comes on the market, it is likely that seamless integration between
networks of differing protocols will occur.
Navigating the Wireless Nightmare

There is currently no single wireless solution available that will meet all of the
projected needs of law enforcement agencies. Combining different wireless technologies
to form multimodal integrated networks, which will support the variety of applications
law enforcement will likely be implementing, is the best solution for the next five years.
What technology and what vendor should be selected in each network category? The
answer to this question will be specific to the agency. Geographical availability, area
geography, available resources, current networks, systems compatibility, existing services
and contracts are all issues that are specific to each agency. A good selection process
should take all of these issues into consideration when selecting vendors for services or
equipment. The multimodal approach to meeting wireless data needs is an open
architecture solution allowing agencies to select vendors and technologies that meet their
individual needs while building an integrated network that should handle their wireless
application needs for 5 to 10 years.

Based on the lessons learned in this research, a few recommendations can be
made to those tasked with solving the wireless nightmare:

o Agency heads should remain active in encouraging legislation and
regulatory rulings advantageous to law enforcements use of wireless
networks.

0 Encourage the release of 700 MHz spectrum to public safety.

12
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0 Encourage legislation requiring public wireless service to provide
priority access to public safety.

Be inclusive when seeking input for planning, selection and
implementation of wireless projects.

Provide adequate training to all users.

Develop internal experts capable of planning, managing and monitoring
wireless technology.

Seek and share information with other users of wireless technology.
Avoid implementation of proprietary protocol applications and
technologies. Standard protocol technologies will provide an easier
transition to third and fourth generation networks.

Anticipate short lifecycles for wireless technology over the next ten years.

Do not fall victim to analysis paralysis; life cycles for wireless technology
are too short.

Budget for continuous research and development of new technologies.

Research and test new technologies; implement proven technology.

The use of technology must be an integral part of the vision of the organization.

Police managers must continually look to the future of the organization and be willing to

embrace the rapid change in work processes that wireless technology has brought and

will continue to bring to the law enforcement industry. Failure to plan and act will leave

agencies in a technology void. They risk losing their current networks and applications,

failing to have any input into new technologies, failing to meet regulatory requirements
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and failure to provide value added services and improved work processes to employees

and clients.
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