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Waging War on the Bullet:

Using High Tech to Improve Forensic Science and Ballistic Identification

Two officers are working a midnight patrol beat in the Southeast District, an
infamous area of town known for rampant gang activity and violent crime. A call comes
over the officer’s radio of “shots fired” a few blocks away. There is no additional
information as officers immediately respond. Soon radio updates broadcast multiple
gunshots heard in the area.

A heightened sense of urgency sweeps the district as officers from every corner of
the city converge on the location. Arriving officers see nothing, but hear familiar
screams coming from the nearby apartments. Following the cries, officers enter an
apartment to find a young female laying in a pool of blood, her infant son crying nearby.
As the paramedics arrive, officers turn their attention from their life saving efforts to the
crime scene. They start their canvass of the apartment complex to find witnesses and
evidence.

In this urban ecosystem, pervasive fear and the primal instinct of self preservation
grips potential witnesses. None come forward, nothing else is learned. During the
autopsy, two bullet fragments are recovered and two shell casings are found in the street.
The victim has no criminal history. She is simply a single mother working to support her
child, living in the only neighborhood she could afford. With nothing else to go on, a
dead end appears perilously close. Detectives will focus on the only evidence that they
have, shell casings and the bullet fragments, to attempt to solve this case.

Gathering investigative leads, Detectives will build a case by collecting evidence
which creates a nexus between a suspect, the weapon, and the criminal act. Once
obtained, this combination of act, identity and intent will be used by prosecutors to obtain
a conviction. Without establishing who possessed and used a weapon during the
commission of a crime, a case will be difficult, if not impossible to build. As such the
ballistic analysis of evidence is a very important factor in solving cases, such as the one

presented, where physical evidence is a Detectives only source of information.



Current Ballistic Analysis Technologies

Shell casings and bullets may contain physical evidence. Through microscopic
analysis, tool marks transferred between firearms and the shell casings and bullets from
the discharge of the firearm can be observed. These tool marks are then compared to
other weapons and existing information in firearms identification databases to look for
matches. In 1999, the Federal Bureau of Alcohol, Tobacco and Firearms (ATF)
developed a nationwide database system capable of storing forensic information for
comparing firearms and ammunition. This database known at the National Integrated
Ballistic Information Network (NIBIN), provided equipment and training to local law
enforcement through the Integrated Ballistic Identification Systems (IBIS) for these
comparisons.®

Every firearm is unique. During production and use of a firearm, characteristics
are transferred to, or contained within, each weapon. When a firearm is discharged, it
transfers these characteristics to the projectile fired. Much like fingerprints, studies have
demonstrated that no two firearms will produce the same unique marks on fired bullets
and cartridge cases.?> Additionally, a firearm’s use, care and neglect can leave unique
surface characteristics within it. When a firearm is discharged, a transfer occurs between
the weapon and the projectile, casing and primer, in the form of microscopic dents and
scratches. According to the generally accepted methods of ballistic identification
techniques as stated by Forensic Scientist Charles Taylor, in his article “The Foundation
of Firearms Identification, an Introduction to forensic Firearm Identification,” there are
four basic markings used in firearms comparison techniques. These include:

1. Land and groove markings around the circumference of the bullet. These are
produced from the rifling of the barrel as the projectile is forced under pressure through
the barrel. Differing molecular densities of the alloy metals of steel result in microscopic

pits, soft spots, and air pockets as the barrels are formed. Additionally rifling or the

1 U.S. Department of Justice, Bureau of Alcohol, Tobacco, Firearms and Explosives’ “National Integrated
Ballistic Information Network Program”, Office of the Inspector General Audit Division, Audit Report 05-
03, June 2005, pg. 1, http://www.usdoj.gov/oig/reports/ATF/a0530/final.pdf
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machining process that cuts grooves into the barrel stock creates machining marks which
transfer to projectiles as the weapon is fired.®

2. Firing pin impressions. When force is applied to a contained explosive charge in
the ammunition’s primer, a projectile is forced with velocity from the barrel. For this to
occur, a weapon’s firing pin strikes the primer at the base of the ammunition. The force
of the manufactured metal firing pin will leave a unique dent in the primer as it ignites
the gunpowder and expends the projectile. A microscopic comparisons utilizing IBIS
three-dimensional photographic analysis equipment can be made between firing pins and
shell casings to determine if a specific weapon fired a recovered shell casing.*

3. Breech face marking on the base of a shell casing. Sir Isaac Newton theorized for
every action, there is an equal or opposite reaction.® Applying the law to firearms, the
force used to propel a bullet from a weapon must also propel some mass in an opposite
direction from the bullet. This occurs when the shell casing is thrust backwards toward
the breech face of a firearm opposite the bullet traveling down the barrel.

The breech block stops the force of the energy of the explosion from the expended
gunpowder to be redirected toward the opening in the barrel. This results in the transfer
of kinetic energy onto the projectile from the breech pressure.® The manufacturing
process and the metal constituents of the breech steel create unique surface characteristics
which are transferred to the base of the ammunition.’

4. Extractor and ejector markings on shell casings. Once a bullet is fired from a
semi automatic weapon, the gases from the explosion are used internally to help cycle the
weapon. Lever action weapons use a similar mechanical process. Cycling involves

ejecting empty shell casings and seating new ammunition into the firing chamber to fire

* U.S. Department of Justice, Bureau of Alcohol, Tobacco, Firearms and Explosives’ “National Integrated
Ballistic Information Network Program”, Office of the Inspector General Audit Division, Audit Report 05-
03, July 2005, pg. 1.

> Sir Isaac Newton, first published Philosophiae Naturalis Principia Mathematica (1687), on-line, 09 June
2007, http://en.wikipedia.org/wiki/Newton’s_laws_of motion

® U.S. Department of Justice, National Institute of Justice, “Ballistic Identification of Capability Modeling-
A Guide for State Program Establishment” Report 2002-CCJT-004, on-line, 25 May 2007, page 2, Diagram
4, http://www.usdoj.gov/oig/reports/ATF/a0530/final.pdf
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the weapon again. Under this process, unique physical characteristics from the extractor
mechanism are transferred to the shell casing.

Microscopic analysis of the extractor and the tool marks on the casing can
determine whether a specific weapon ejected a casing. Similarly, two shell casings can
be compared through side-by-side analysis to determine if they were fired from the same
weapon.®  Extractor marks can also be loaded into this IBIS nationwide database so that
other shell casings entered into the system can be compared as well.’

For these techniques to be beneficial, comparisons must be made between
recovered weapons and evidentiary evidence, or be matched to information contained in
the NIBIN system. Where there is no comparison information available, the comparison
techniques will not work. In addition to these physical limitations, there may by practical
limitations to the comparative data available to investigators. According to a United
States Department of Justice audit conducted on the NIBIN program in 2005, auditors
found that staffing shortages in the 231 member agencies had resulted in a backlog of
15,200 bullets and cartridge cases to be entered into the system.™® At the time of the
audit, there were 4,900 collected bullets, 10,800 collected cartridge casings, 10,900
bullets collected from test-fired weapons, 5,300 cartridge casings collected from test-fired
weapons, and 9,700 awaiting test-fire.** From a practical standpoint, member agencies
with insufficient staffing to catch up with the backlog may be unable to process new
ballistic evidence. This could negatively impact current and future investigations where
ballistic evidence was critical to obtaining a prosecution.

Another limitation of the ballistic comparison approach is that it can potentially
identify a weapon, but without other information, fails to identify who had possession or

® U.S. Department of Justice, National Institute of Justice, “Ballistic Identification of Capability Modeling-
A Guide for State Program Establishment” Report 2002-CCJT-004, on-line, 25 May 2007, page 3, Diagram
5.

*IBID
' U.S. Department of Justice, Bureau of Alcohol, Tobacco, Firearms and Explosives’ “National Integrated
Ballistic Information Network Program”, Office of the Inspector General Audit Division, Audit Report 05-

03, June 2005, Executive Summary, pgs. iii-iv.
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fired the weapon when the crime was committed. This is a significant hurdle that cannot
be overcome through the use of existing ballistic identification technologies.

Adapting New Technologies to Ballistic Identification and Tracking

If limitations exist in something as integral to society as the rapid identification of
violent criminals and weapon related crime, it is incumbent upon law enforcement to
explore opportunities to improve this condition. One way to achieve improvement in this
area is to enlist technological applications such as the use of better product identification,
with improved tracking and point of sale processes that identify purchasers, in much the
same way as firearms purchases are currently tracked.

Microstamping

A critical component for investigating weapons offenses is the ability of
Detectives to tie the illegal use of a weapon to a specific individual. Although weapons
must be registered, NIBIN database limitations cannot always offer firearm owner
information. There have been a number of theories offered to bridge this gap. This
includes California’s recently enacted legislation requiring microstamping.*2
Microstamping is technology that engraves a registered serial number on internal
components of the firearms. The serial number is then transferred via the firing pin or the
breach block to the ammunition shell casing as the firearm is discharged.*® This
microstamping process would allow detectives to recover casings at the scene of a
firearm related crime, and then read the microstamped serial number transferred from the
firearm to the casing.

By matching this number to a state registry of the serial numbers and firearms,
detectives can begin to match casings with firearm owners registered in the NIBIN
system.'* In October 2007, California Governor Arnold Schwarzenegger signed the
microstamping law into effect as AB 1471. This law requires newly developed models of
semiautomatic pistols introduced in California to have microstamping technology

incorporated into the weapon by 2010. The law requires that each weapon have the

12 «California State Legislature:Microstamping”,
http://mayorsagainstillegalguns.org/html/local/california.shtml, March 11, 2008
13

IBID.
“ “Firearm Microstamping” http://www.news.ucdavis.edu/search/news_detail.lasso?id=8148&table=news
Forensic Science report on firearms microstamping, February 4, 2008.
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capacity to leave at least two microscopic impressions of the guns serial number on the
shell casing.” Although this is an affirmative step, the regulation has some inherent
limitations. It affects only the new models of semiautomatic handguns after 2010, and
the requirement is only to stamp shell casings. Criminals that carry away their shell
casings, import guns from other states, possess illegal weapons, or use revolvers or long
guns will not be identified under this law.

Neither current ballistic identification capabilities nor present microstamping
technologies can assist investigators to locate ballistic projectiles at crime scenes, or tie a
bullet to a registered source. Improving forensic capabilities through other technologies
might be the answer. This requires us to look, however, into the future and as the
question “what if?” What if detectives were able to take a bullet fragment and using an
imbedded tracking device, and were able to determine that the ammunition had an
Electronic Identification Number (EIN) code contained in the bullet materials? What if
this code allowed detectives to find these bullets at a crime scene, and what if it could be
determined who purchased the ammunition? This would give investigators another
avenue in which to continue a criminal investigation, even where reluctant witnesses
could not be found. Maybe these technological “what ifs” are not as far off as we
thought.

Radio Frequency Identification Technologies

One answer to these limitations may be found in available technology which helps
track inventory in many major retail establishments. Radio Frequency Identification
(RFI) technology is an automated identification method which stores and retrieves
imbedded information. RFI tags utilize transponders which transmit a low frequency
radio signal.*® As technology to identify bullets moves forward, that future may include
implanting a RFI chip into each round to conclusively identify it in all circumstances.

The basic components of an RFI tag are the integrated circuit for storing

information and which modulates a radio frequency transmission which carries the

> «California State Legislature:Microstamping”,
http://mayorsagainstillegalguns.org/html/local/california.shtml, March 11, 2008.

'* “Radio Frequency Identification”, http://ArticleResearch/RFIInfo/RadioFrequencyldentifation.htm, April
11, 2007.
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electronic information code. The second basic component is the antenna which transmits
radio signals from the tag. Current advances in RFI technologies have developed
“chipless” RFI tag which uses no electric circuit to store the information.*’

The first non-military application of RFI technology was patented by Mario
Cardullo in 1973 (U.S. Patent 3,713,148).'® Cardullo’s device was used by the New
York Port Authority to help congestion at toll booths. A radio frequency transponder
with a 16-bit memory was placed on the wind shields of vehicles. As these equipped
vehicles entered the toll area, the emitted signals would be read by the Port Authority
who would collect this data then charge the vehicle owner without requiring the driver to
pay at the toll booth.® As the RFI chips become smaller, though, their applications may

become much more diverse.

Applying Passive RFI Technology to Ammunition

A Passive RFI chip may have the greatest application to ballistic identification.
Unlike other RFI chips, passive RFI chips have no internal power supply relying upon
electrical current received by the antenna from the incoming radio signal to provide
power for the integrated system to transmit a response. These chips signal through
“backscattering” or utilizing the energy of incoming radio frequency signals to
rebroadcast a specified response such as a unique identification number contained in the
integrated circuitry.?

Passive RFI chips have practical reading distances from 10 cm (4 in.) to a few
meters depending upon the radio frequency and antenna design. Because of the simple
design structure, passive RFI chips can be produced through an inexpensive printing

process.”> In 2006, Hitachi Ltd., developed a passive device known as the “p-chip”

Y IBID

8 Wyld, David C., “RFID: The Right Frequency For Government” October 2005, Southeastern Louisiana
State, p. 17.

¥IBID, p. 15.

2 RFID Journal, “What is Automatic Identification?”, Downloaded from RFID Journal at
http://www.rfidjournal.com/article/articleview/207/1/1/, April 11, 2007
?'RFID Journal, “What is Automatic Identification?”, Downloaded from RFID Journal at
http://www.rfidjournal.com/article/articleview/207/1/1/, April 11, 2007
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measuring 0.15 x 0.15 mm, thinner than a piece of paper at 7.5 micrometers. The p-chip
is based on Silicon-on-Insulator (SOI) technology which can transmit a 128-bit unique
identification number, hard coded to the chip during the manufacturing process and
which transmits the RFI signal up to 120 meters.?

These chips can be embedded in a number of materials, including the metals used
for bullet manufacturing allowing for unique Electronic Identification Number (EIN) to
be embedded in the ammunition and for the EIN to be detected and read from greater
distances. This could potentially allow detectives to use monitoring equipment to help
find bullets at a crime scene. The application of this technology may not be as far off as
you think.

On April 1, 2005, U.S. Patent application 20060244612 was submitted for a bullet
mounted RFI developed for the purpose of generating a tracking signal from a deployed
bullet. The application was submitted by two inventors, Charles Franklin Pridmore Jr.,
and Peter G. Babendreier.?® The patent application describes a plastic carrier assembly
that is universal to the modern and primitive bullet configurations currently on the
market, with a self contained RFI electronics consisting of RFI chip, battery, antenna and
which are protected by a plastic molded housing, The application suggests that the impact
bullet performance or ballistics are not altered by the embedded chip.?* Not everyone

believes, though, that microchipping bullets is a good idea.

Public Policy and the Use of RFI Technology to Track Ammunition

Fierce public debate has always accompanied legislation viewed as a constraint
on one’s rights under the Second Amendment. The Second Amendment, passed in 1791,
reads in part that “a well regulated militia, being necessary to the security of a free State,

the right of the people to keep and bear arms, shall not be infringed.”?> Certainly, the

2 1BID

2 Downloaded from United States Patent Office at http://www.freepatentsonline.com/20060244612.html,
April 11, 2007
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http://caselaw.Ip.findlaw.com/data/constitution/amendment02
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right to arm one self is woven into the fabric of American history and is fundamental to
our independence. As such, many Americans see this right as inalienable by legislative
enactment or act of Congress.?® Gun Rights groups such as the National Rifle
Association (NRA) have vigorously objected to any actual or perceived limitation
conferred under the 2" Amendment. As an example, a report issued by the NRA’s
Members” Council of California objected to that State’s 2007 Assembly Bill 1471, the
proposed microstamping of ammunition, in part because it diluted a gun owner’s rights
conferred under Federal Constitutional Law through a state action.?” As a result, gun
rights groups holding this interpretation of the 2" Amendment may similarly not support
the development and use of RFI enhanced ammunition.

There are other equally vocal groups that support gun and ammunition controls,
and who maintain a different interpretation of the 2" Amendment rights. The Legal
Action Project of the Brady Center to Prevent Gun Violence is dedicated to dispelling
myths surrounding the Second Amendment.” In 1939, the U.S. Supreme Court decided
the pivotal case of United States v. Miller, rejecting any individual right to possess
firearms for purposes unrelated to the "well regulated Militia" of the States. The Court
held that the "obvious purpose” of the Second Amendment was "to assure the
continuation and render possible the effectiveness of" state militias, and the Second
Amendment " must be interpreted and applied with that end in view."% Utilizing this
interpretation Congress has entertained spirited debate over issues surrounding the 2"
Amendment. In balance, there is an overriding public safety interest to be protected by
legislative enactment restricting the possession or use of specific weapons or
ammunition. In this manner, these Constitutional rights have been balanced against the

public safety interests within our society.*

%1968 Gun Control Act, Public Law 90-618, Downloaded from Bureau of Alcohol, Tobacco & Firearms
website at http://www.atf.treas.gov/pub/fire-explo_pub/gca.htm, May 31, 2007

2 NRA Members’ Council of California, “AB 1471 Summary: NRA Opposes Bill”, Downloaded from
NRA website at http://calnra.com/legs.shtml?year=2007 &aex=ab1471#ab1471, March 25, 2008

%8 Brady Center to Prevent Gun Violence, Legal Action Project, Downloaded from Brady Center website at
http://www.gunlawsuits.org/defend/second/index.php, March 25, 2008.

*® United States v. Miller, 307 U.S. 174, 178 (1939).
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An example of this Congressional balancing act includes the 1934 National
Firearms Act which, in response to the and rise of gangster culture during prohibition,
strictly limited the sales of automatic-fire weapons like machine guns, prohibited the
possession of short-barreled shotguns and rifles, placed a $200 tax on each firearm. The
Act also required all buyers to fill out paperwork subject to Treasury Department
approval.** The application of RFI enhanced ammunition may engender similar debate.

The public debate over California’s AB 1471 microstamping law is a good
barometer for what might be expected should RFI technology be applied to ammunition
manufacturing standards. Balancing the competing interests of gun owner’s rights and
public safety would ultimately require legislative action and judicial interpretation. The
time for this debate may be upon us As indicated by the patent application,
technological advancements in RFI capabilities and lower production costs of the Hitachi
M-chip, the availability of this technology for ballistic tracking may be on foreseeable
horizon.*> The potential public safety aspects of this ammunition, as well as the
enhanced capabilities for law enforcement, could make for a compelling public safety
argument from police chiefs and sheriffs.

The transition to RFI ammunition would conform to the provisions of AB 1471 if
it becomes law. The process utilizes a sunrise date for manufacturer’s to begin the sales
of microstamping capable weapons on January 1, 2010. Non compliant weapons sold in
California after that date are deemed “unsafe” and subject the retailer to criminal and
administrative sanctions for the sale of such weapons as the costs for the microstamping
technology are passed on to the consumer.®

RFI enhanced ammunition, once developed and a cost is determined, may follow
this same implementation plan by following a legislative enactment, providing
ammunition manufacturers with a sunrise date, and allowing for the phased in

implementation of this emerging technology in California.

*'West’s Encyclopedia of American Law, “1934 National Firearms Act”, Downloaded from website at
http://law.enotes.com/wests-law-encyclopedia/national-firearms-act.

*> RFID Journal, “What is Automatic Identification?”, Downloaded from RFID Journal at
http://www.rfidjournal.com/article/articleview/207/1/1/, April 11, 2007

% «California State Legislature:Microstamping”,
http://mayorsagainstillegalguns.org/html/local/california.shtml, March 11, 2008
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Conclusion

The limitations of current ballistic comparison technologies coupled with the need
to identify suspects who use firearms during the commission of a crime, indicate that
many advantages may be obtained from exploring new ways to track weapons and
munitions. Internally, accountability is always at issue for law enforcement agencies.
Modern applications of RFI technology aid in inventory control in large retail
establishment and could easily be adopted for law enforcement ammunition and weapons
controls. Recent RFI developments by private corporations such as the Hitachi Company
allow this technology to be a very cost efficient and effective tool for law enforcement
applications. The proof of the value of this technological advancement may be in the
alternative outcome of our scenario.

If a passive RFI chip were embedded into the ammunition of the crime scene
described, detectives would not be facing a dead end in the investigation but rather would
have another lead. The EIN’s from the bullets recovered from the victim would lead to
an existing database where the purchaser information could be stored. They could track
this lead, look at the ammunition shipping records, or review the inventory controls of the
store where the ammunition was shipped as a means of continuing the investigation.
Even where RFI embedded ammunition is stolen and used in some criminal activity,
location devices will help detectives recover the bullets at crime scenes and shipping
records, available as other business records are currently are through the subpoena
process, may help identify a starting point while NIBIN comparisons are begun. This in
itself would be a substantial benefit to law enforcement and provide an investigative lead
that currently does not exist.

The future capabilities of this technological knowledge are equally exciting.
Collateral advances in satellite tracking capabilities, application to GPS technology, and
the use of biometric weapons may all be benefited by integration and application of this
technology. These technological advancements and the further development of passive
RFI chips for ballistic identification purposes will enhance ammunition tracking and
ballistic identification efforts for law enforcement. These enhanced capabilities will
further allow investigators to gather investigative leads and build a case through the
collection of physical ballistic evidence. This would establish a nexus between a suspect,



the weapon, and the criminal act. Armed with this information, prosecutors would have a
corollary increase in their ability to obtain a conviction, allowing the public to enjoy a
greater level of safety in their communities. The immediate and beneficial impact of
implementing RFI technologies for forensic science can resonate like a starter’s gun in a
race where the public is motivated to take this decisive step. The potential for taking

more violent criminals off the streets of every community may be motivation enough.



