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THE FUTURE OF POLICE BODY WORN TECHNOLOGY

For the past 35 years, Police Officer’s body worn equipment has remained essentially
unchanged despite the historic evolution in technologies such as artificial intelligence, sensor
detection systems and nanotechnology. While some Federal research funds have been directed
towards longer lasting Kevlar vests, very little research has been dedicated to other technologies
that could make America’s police officers safer by enhancing the equipment or uniforms they
wear.! What could be the possibilities if police officers wore miniature camera systems that were
so evolved they could actually protect an officer from danger? There are a number of
possibilities coming from technologies in artificial intelligence, facial and license plate
recognition, WMD sensors and video analytics that could make this possibility come true. If law
enforcement could focus and take advantage of these emerging technologies, could lives be
saved? Are there obstacles preventing advanced research in officer body worn equipment such

as funding, privacy concerns or the officers themselves?

Imagine that during a citizen contact, an officer would be wearing a smart technology
camera capable of multitasking independently from the officer’s actions. For example, the
camera could track multiple people simultaneously with whom an officer might be talking. It
would use facial recognition and automated license plate reading software to check for criminal
wants or to compare against a terrorist watch list. The camera system’s software would analyze
the video of a suspect for potential danger signs such as movements, changes in voice stress and

even changes in body pheromones released that might indicate fear or imminent attack towards
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the officer. Meanwhile, sensors worn by the officer are checking the environment for signs of
chemicals, explosives or contagious diseases. Finally, micro fiber enhanced uniforms and liquid
ballistic material keep the officer safe from attack or chemical exposure. Although this officer of
the near-future is doing many of the same things as cops today, the cameras, sensors and
uniforms they wear will create an entirely different, and enhanced, level of effectiveness for
them. Will the smart cameras of the future be an entirely new technology or just an enhancement

of the current state of police camera systems?

Vehicle mounted camera systems, commonly found in police cars throughout the nation,
have gained general acceptance from the departments, police officers, courts and the public. The
best camera systems have integrated Automated License Plate Recognition (ALPR) technology
and the most advanced systems incorporate facial recognition software. These technologies
combined could provide a glimpse of how automated systems, which act independently of the
officer, could operate. Currently, these systems are continually scanning the environment and
notifying the officer of potential hazards such as stolen vehicles and wanted individuals. If these
technologies were combined along with voice stress analysis software into a body worn camera

system, the safety and effectiveness of officers could be increased immensely.

The introduction of body worn cameras in the past few years has slowly gained
acceptance in some police agencies, although other law enforcement organizations seeking to
employ them have received resistance from their police unions due to officer privacy concerns.?
The current generation of body worn cameras lack any true advanced technology because they

are only miniature digital video devices. If these camera systems could be integrated with micro
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sensors capable of detecting environmental hazards, these tools could help save officers lives.
Fortunately, private companies and university researchers are working on emerging senor

technologies that could be adapted by Police Officers to make them safer and more effective.

British scientists at the City University London are completing an 18-month study
intending to develop a device that can detect the smell of fear in humans.® One day, this
technology could identify terrorists, drug smugglers, and other criminals. The smell, known as
fear pheromones, can be detected by sensors. The challenge will be to identify the specific
chemical signature for human fear, especially fear related to criminal acts. If these sensors could
be developed small enough to be worn humans, could they be worn by police officers in helping

sense criminal activity or potentially warm the officer of pending attack?

According to the 2009 FBI Officers Feloniously Killed Report, 45 of the 48 officers
killed that year were the result of attack by firearms*. Preliminary estimates for 2010 show an
increase of officers killed by firearms of 20%. Despite the nationwide acceptance of Kevlar
body armor by police officers, one in four or 25% of the officers killed in 2009 were not wearing
any ballistic protection. Kevlar, a synthetic fiber invented by DuPont in 1965 invented to make
race car tires last longer, was also found strong enough disperse the energy of handgun bullets.”
Initially designed for the military, Kevlar body armor became widely used by police officers in

the 1980’s. Unfortunately, other studies have shown as many as 40% of America’s Police
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Officers don’t wear their Kevlar body armor routinely.® Many officers complain the Kevlar
fibers are stiff, don’t allow for body moisture evaporation and are uncomfortable to wear.
Nanotechnology may help to make police body armor more comfortable to wear and more
effective from sharp object attack.

Researchers in nanotechnology at the University of Delaware in partnership with the U.S
Army Research Laboratory have developed technology that appears to allow conventional
ballistic fabrics to increase the level and quality of protection without compromising their weight
or comfort. This technology referred to as shear thickening fluid (STF) or “liquid armor”
maintains a liquid like state and becomes rigid when impacted by a high velocity projectile or
fragment.” Dr. Tony Russell is the Chief Technology Officer for Armor Holdings Corporation, a
private company using nanotechnology to develop new body armor. Dr. Russell said, “Rarely
do the words flexible and armor get used in the same sentence, but this new technology has the
potential to unlock entirely new and better solutions for the next generation of armor.”® Could it
be possible to incorporate this technology directly into the patrol uniform? The uniform could
remain light weight and flexible, but immediately become puncture and bullet resistance upon
attack. According to Dr. Russell, “Extensive testing by the University of Delaware Center for
Composite Materials has demonstrated that when treated with STF, ballistic fabric can resist
penetration from an ice pick that would easily penetrate the fabric without the treatment,
However further testing and applications in the field are needed to fully understand the properties

of STF.” In truth, the necessary funding is not yet in the pipeline from federal agencies.
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Since the terrorist attacks of September 11", the Federal Government has spent billions
of dollars in grant funding at the state and local levels. Despite this funding, most Police
Officers have seen little in personal equipment enhancements other than a new gas mask and the
empty promise of an interoperable radio system. Research funding allocated to make officers
safer and more effective is essentially non-existent. In 2009, the Police Executive Research
Forum (PERF) in partnership with Lockheed Martin co-authored a report accessing law
enforcement technology needs. The report focused on the National Institute of Justice (NI1J),
who has been an important sponsor of technology development and dissemination to law
enforcement. According to the report, “Although various forms of new technology hold promise
for enhancing the operation of the nation’s approximately 18,000 law enforcement agencies,
there is little to guide agencies in selecting, procuring, and implementing technology. Further,
there is little in the way of systematic and timely research on technology needs and impacts in
law enforcement.”

There should be no financial reason anywhere in the United States that would prevent
officers from access to Kevlar enhanced personal body armor, and then to equip them with
emerging protective uniforms and body armor when those technologies are developed. Since
1998, the U.S. Department of Justice Bulletproof Vest Partnership Program has awarded $277
million dollars in grants to Law Enforcement to help purchase ballistic vests for officers. The

grants reimburse police agencies 50% of the purchase price for Kevlar ballistic vests, which on

average cost of $700.00 each. Since 1999, over 13,000 law enforcement agencies have

°®  Koper, Christopher; Kubu, Bruce; Taylor, Bruce. “Law Enforcement Technology Needs Assessment: Future

technologies to address the operational needs of Law Enforcement.” Police Executive Research Forum in
partnership with Lockheed Martin, March 2009: p66



participated in the program purchasing over 800,000 ballistic vests nationwide.’® The
Department of Justice recognized this problem and has now mandated police agencies to
implement a policy requiring the wearing of body armor by uniformed police officers to remain
eligible for the Bulletproof Vest Partnership Program. If it has taken 30 years to mandate the
wearing of body armor, what will it take to implement technology that could protect officers?
The technology is rapidly emerging, but the funding and research directed towards implementing
body worn technology is far behind. Focus by Law Enforcement leaders and funding by the
National Institute of Justice for more research is required to make our officers safer on the streets
of America.

Conclusion

Most of the technologies described are either in the early stages of Law Enforcement use
or still remain as emerging inventions in the laboratory. A large amount of public and private
funding is still needed to bring most of these concepts to a level of viable use by police officers.
As nanotechnologists continue to research and discover ways to manipulate matter on an atomic
and molecular scale, other discoveries are emerging that could be adapted into equipment worn
by police officers. Though these technologies show great promise, there are some obstacles that

must be solved to make smart camera systems, sensors and new ballistic materials a reality.

Further research on emerging technologies in artificial intelligence and nanotechnology
could lead law enforcement agencies in a new direction with the future development of body
worn equipment. There are the emerging technologies that will be developed over the next

decade that could make police officers safer and more effective. How will the public and the

% US Department of Justice Attorney General. Attorney General Launches Law Enforcement Officer Safety
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officers themselves accept the potential privacy issues? Will the privacy laws and the Courts be
able to keep up with the lightning pace of these inventions? Breakthroughs in these technologies
are reachable in the next few years, but will not automatically be adapted for police work unless

law enforcement is an active participant.
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