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CHAPTER ONE

ISSUE IDENTIFICATION

Introduction


The fastest growing segment of the population in the United States is persons aged sixty and over.  This aging of the American population warrants the attention of law enforcement.  As Americans grow older, law enforcement must prepare itself to deal with specific issues related to the burgeoning elderly population.  Telemarketing fraud committed against the elderly is such an issue.


The United States has long been considered a nation of youth, but due to breakthroughs in science and technology, most newborns can now expect to live well into their eighties.
  There will be a fundamental shift in American demographics over the next thirty or so years due to people living longer.


Seventy-six million Americans born between 1946 and 1964 constitute the baby boom generation.  In 1999, baby boomers represented almost thirty percent of the United States population.
  Demographic indicators predict there will be rapid growth in the number of persons age sixty and over as the baby boomers begin to turn sixty in the year 2006.  By 2010 baby boomers will represent twenty-five percent of California’s population.
  The number of people in California over sixty years of age is estimated to grow from 4.9 million in the year 2000 to 9 million in 2020.
  California and Florida rank first and 

second, respectively, in having the largest number of elderly residents.  For the 

purpose of this project, persons sixty-five years of age and older will be 
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considered elderly, or senior citizens.

Statement of the Issue

Telemarketing has been an accepted way of conducting business since the early 1930s.  Advanced telecommunication systems, including speed dialing, automatic dialing, facsimile machines, and home computers, along with modern conveniences such as credit cards, electronic banking, and television have led to tremendous growth in telemarketing, both legal and illegal.  Due to the enormous success of the legitimate telemarketing industry, experts expect its use, as a profit-making tool, to continue well into the new millennium.


Senior citizens, who are often targeted by telemarketers, can be deprived of their life savings, and other victims find themselves repeat targets as fraudulent telemarketers often re-use or sell lists of people who have been successfully defrauded.
  It is estimated that there are 14 thousand illegal telemarketing operations bilking United States citizens of at least 40 billion dollars annually, with the average loss being $2,384.
  Research conducted by the American Association of Retired Persons (AARP) found that 56 percent of the names on mooch lists, which is what fraudulent telemarketers call their lists of most  likely victims, were aged 50 or older.
  According to a recent study, one out of four Americans said they wouldn’t know where to turn if they were victimized by a telemarketing scam.
  The AARP research also determined some basic characteristics of victims.  For one thing, they are susceptible to 
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suggestions that they have a good chance of winning fabulous prizes and scoring big on investments.  Seniors are especially vulnerable because they are more likely to be at home when the telephone rings and can be more susceptible to high-pressure telemarketing.  Fraudulent telemarketers take advantage of senior citizens on the assumption that they may be more trusting and polite towards strangers.  Older women who live alone are a favorite target of these scam artists.


Fraudulent telemarketers are constantly adopting multiple techniques that make it extremely difficult for law enforcement to successfully investigate and prosecute them.  Because of this, law enforcement has found it necessary not only to adopt innovative investigative approaches but also to join forces at all levels of government.  Most fraudulent telemarketers are prosecuted under federal mail and wire fraud statutes and may be conducted in either of two possible venues: where the operation is based, or where the victim was defrauded.
 

A major problem facing local law enforcement is the fact that most telemarketers do not do business within the state or province where the illegal operation is based.  Today, telemarketing fraud is a crime problem of national, and increasingly international, proportions operating from numerous locations throughout the United States, Canada and the Caribbean.  Since the telemarketer’s tool of trade is the telephone, he or she can literally strike anywhere in or outside the United States at any time.
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What is Telemarketing Fraud?


Telemarketing fraud is a term that refers generally to any scheme to 

defraud in which the persons carrying out the scheme use the telephone as their primary means of communicating with prospective victims and trying to persuade them to send money to the scheme.  When it solicits people to purchase 

goods and services, to invest money, or to donate funds to charitable causes, 

a fraudulent telemarketing operation typically uses numerous false and misleading statements, representations, and promises for three purposes:

(1) To make it appear that the goods, service, or charitable cause the telemarketer offers to the public is worth the money that they are asking the consumer to send.

(2) To obtain immediate payment before the victim can inspect the item of value they expect to receive.

(3) To create an aura of legitimacy about their operations by trying to resemble legitimate telemarketing operations, legitimate businesses, or legitimate government agencies.

Telemarketing fraud usually involves the organization, pre-planning and 

coordination of individual offenders, which is characteristic of organized criminal activity.  In some cases, the high profits have also attracted members 

and associates of traditional criminal organizations.  To operate a large telemarketing scheme, it is necessary to set up a boiler room equipped with

 a large number of telephone lines, employ callers to contact victims, provide 
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callers with information about prospective victims, set up a means to collect proceeds and, often,  set up a safe location to make tracing the proceeds

difficult.
  A boiler room is a term commonly used to describe an office setting involving high-pressure sales tactics, the use of multiple phone lines, and 

a sparsely appointed office, making fast, fly-by-night moves to a new location easy and efficient.  The origin of the term refers to a time when telemarketers would acquire cheap office space, often in the basements of buildings, that 

were typically hot, uncomfortable, and noisy.


Illegal telemarketers use three primary methods to identify potential victims.  First, they may make outgoing cold calls to people with whom 

they have had no prior contact.  Second, they prompt prospective victims to 

call the telemarketing operation by sending them mailings that guarantee substantial awards or other benefits.  Third, many telemarketers purchase lists

 of persons who are known to have been victims of prior telephone fraud schemes, because they find this group highly susceptible to other 

fraud schemes.

Popular Telemarketing Schemes


The following are some of the most common schemes utilized by fraudulent telemarketers.  

· Advanced-fee Loan or Credit Schemes 

Telemarketers seek out people with bad credit and offer them loans or
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a credit card in exchange for fees.  Victims offered loans never receive them.  Victims offered credit cards usually only get a standard application form or 

generic information on how to apply.  A processing fee is usually required from the victim.

· Foreign Lottery Schemes 

Victims are offered the opportunity to invest in tickets in well-known foreign lotteries, such as Canada.  This is a common cross-border scam, since

 it plays upon the ignorance of the victim’s knowledge of the rules pertaining to foreign lotteries.  One such case was reported to the Rocklin Police

Department on October 2, 2000.  When the seventy-two year old victim was interviewed he said the following:

I received a telephone call a while back, and they said I had won the Ontario lottery.  I was told that I had to send some money before I could claim my prize.  I guess I almost got rooked.  I have all my money though.  They didn’t get any because the lady at my bank called the police.  I had no way to contact these people; they didn’t leave any telephone number or addresses.  I don’t remember who they said they were.

· Investment Schemes  
Victims are sold investments in a wide range of merchandise or securities that appear to offer high profit margins.  The fraud lies in misrepresenting

 the true value, or actual existence, of what is being sold.

· Prize Promotion Schemes
Telemarketers guarantee their victims that they have won valuable prizes 
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or gifts that require the victim to send a payment for non-existent shipping costs, taxes, customs fees or anything else the offender deems believable.  On November 24, 2000, a seventy-seven year old Roseville woman nearly fell victim to this type of scheme.  During an interview the woman said

the following:

I was at home with my husband when I received a call from a man who identified himself as Donald Laveray.  He told me that I won a contest.  I enter lots of mail order contests so I wasn’t suspicious.  Mr. Laveray told me that I had won a new Dodge Intrepid car along with seventy thousand dollars in cash.  He told me in order to claim my prize I had to send him twenty-four hundred dollars in cash, via a Western Union mail order.  I was instructed to send the money to an address in Kirkland, Ontario, Canada.  Mr. Laveray told me the money was to cover insurance and shipping costs.

After I sent the money order I received a call from a lady who said she was a Canadian customs official.  She wanted to know if I had sent the money order yet.  I got suspicious after she refused to give me her name or a telephone number where I could reach her.  I also heard her ask someone on her end of the line how she was doing.  I immediately called Western Union and was able to stop delivery of my money.  I feel so stupid.
 

· Tele-funding Schemes  
These prey on the charity of the victim, soliciting donations for worthy causes, such as drug prevention programs or to assist victims of a 

natural disaster.  In many cases, because donors do not expect anything 

in return for their donation, they may never become aware that they have been defrauded.
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· Travel Related Schemes  

Fraudulent telemarketers claim to be travel agencies that offer substantial travel packages at an extremely low cost.  In many cases, the travel proves

to be complete fabrication or has so many terms and conditions as to 

be completely unusable.

· Reloading Schemes  

This type of scheme exploits the victim’s desire to recover losses from 

a previous telemarketing fraud.  The callers usually misrepresent themselves claiming to be a law enforcement official or a representative of 

an organization that will recover the victim’s monetary loss for a fee.  This

 is the most devastating scheme as it frequently deprives victims of their last remaining funds.

     Due to the vast numbers of telemarketers, the complexity of the schemes, multi-jurisdictional considerations, and the high costs associated with conducting large-scale investigations, medium sized law enforcement agencies are 

ill prepared to deal with such investigations.  Today, task forces comprised 

of local, state and federal law enforcement agencies conduct most large-scale telemarketing fraud investigations.   This project will propose strategies that 

can be utilized by medium sized law enforcement agencies to deal with telemarketing fraud against the elderly in the future.

8

CHAPTER TWO

FUTURES STUDY

Forecasting the Future

On February 1, 2001, a Nominal Group Technique (NGT) was conducted at the Timbers Lodge in the Sun City retirement community, in Roseville.  The Nominal Group Technique was used to generate ideas in a controlled, non- threatening environment.  The Nominal Group Technique is very similar to brainstorming, where ideas produced by the group are equitably prioritized.  

A diverse group of individuals was brought together to discuss a relevant issue that will likely have a significant impact on law enforcement in the future.  The question the group considered was, “What will be the response to telemarketing fraud against the elderly by medium sized police agencies by 2006?” 

The Nominal Group Technique


In order to develop future scenarios for this project, the Nominal Group Technique was used for the purpose of generating and clarifying differing ideas or opinions by people with a wide range of knowledge and expertise.  The panel was comprised of individuals and stakeholders whose varying backgrounds offered expertise in areas that could impact how medium sized police agencies respond to telemarketing fraud against the elderly.  The panel identified trends and events they believed could impact the issue in the future.  The Nominal Group Technique panel 
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was comprised of  eight individuals (Appendix A).


Approximately two months prior to the scheduled NGT process each participant received literature outlining the process and clarifying the issue.  Additionally, the definitions of trends and events was thoroughly explained.  To make the time spent in the NGT more efficient, each participant was asked to come prepared for the session with a list of at least seven trends and seven events.
During the process each participant provided trends and events in a round-robin fashion.  Time was allowed for clarification but prolonged discussion was discouraged.  

The group provided a list of thirty-three trends (Appendix B) and a list of eighteen events (Appendix C).  From each of these lists the group reached consensus and selected eight trends and eight events they felt could have a significant impact on the issue.

Trends


Trend summary table 2.1, is comprised of six columns and nine rows.  The trends identified by the group are listed in the first column in rows two through nine.  Column three represents today with an arbitrary value of one hundred assigned.  Column two represents five years in the past.  Column four represents five years into the future, and column five represents ten years into the future. 


The purpose of this exercise was to have the group indicate the status or state of 

the trend at the present time, five years in the past, and five and ten years into the future.  The participants were asked to make projections based on their opinion as to where the trend has been, and where it is headed, within the indicated time frames.
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Column six represents each member’s opinion on the amount of concern that should be given, and the impact that the trend could have on the issue in the future.  Each participant assigned an arbitrary number to each trend, ranging from one

to ten.  A ten signifies a great deal of concern; a one, little concern. 


Once all the data was collected median values were determined for each trend. 

A trend is defined as a series of incidents or occurrences taking place that seem to indicate a direction in which a particular issue may be heading.  It is based on the past, present or future and can be quantitative or qualitative.

	Trends
	-5 Years
	Today
	+5 Years
	+10 Years
	Concern

(1 to 10)

	(1) Technological advances
	     65
	100
	    140
	  185
	      9

	(2) Aging population
	     60
	100
	    130
	  170
	      8

	(3) Level of Social Security 

      benefits
	     75
	100
	     50
	    20
	      6

	(4) Multi-jurisdictional 

     investigative problems
	     50
	100
	    130
	  130
	      5

	(5) Level of awareness among 

     seniors
	     50
	100
	    150
	  175
	      8

	(6) Isolation of the elderly
	     80
	100
	    120
	  180
	      7

	(7) At risk elderly population 

      with debilitating maladies
	     90
	100
	    130
	  170
	      6

	(8) Products directed at  

     elderly customers      
	     40
	100
	    150
	  200
	      5


Trend Summary

Table 2.1
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The NGT panel offered the following commentary concerning trends they felt most likely could have an impact on how medium sized police agencies respond to telemarketing fraud against the elderly in the future.

1) Technological advances


Technology has become simple to use, is affordable, and has become the norm in our society.  Most households have a personal computer and are connected to the Internet allowing more seniors to become computer literate.  This could increase the vulnerability of those who are targeted by criminals, especially the elderly, who might fall prey to financial crimes.   Automation may lead to less personal one-on-one 

contact, thereby creating isolation.  There is a strong likelihood that telephones may become obsolete in the future.  Video conferencing devices may replace telephones, where the users will be able to see and hear each other during conversations.  The group felt that fraudulent telemarketers might be discouraged from plying their trade when their victim could actually see them.  The group felt that technological advances, such as the video conferencing devices, were a significant concern that would greatly impact the issue. 

2) Aging population


Demographics reflect the overall population in California is aging.  Seniors will move into retirement communities where they feel more secure.  In the Roseville area there are two such communities, Sun City Roseville and Sun City Lincoln Hills. These communities cater to the their residents by locating essential services, such as medical, recreational and shopping centers, within close proximity to the community.  The group 
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felt that concentrating large numbers of seniors in certain areas would create a target-rich environment for fraudulent telemarketers.  The group identified the aging population, especially in California, as a major concern that will significantly impact the issue.

3) Level of Social Security benefits


 Possible changes in social security benefits, could impact the issue significantly. The panel felt that the issue of Social Security has become politicized and there is a growing number of younger Americans who do not support such an entitlement system.    Should benefits be reduced or eliminated seniors may become financially desperate, thereby risking whatever savings they have trying to win large cash prizes offered by fraudulent telemarketers.  

4) Multi-jurisdictional investigative problems


Usage of the Internet and the telephone to conduct business will moderately impact the issue.  The NGT panel voiced concerns regarding seniors falling victim to unscrupulous businesses throughout the world, thereby involving numerous law enforcement agencies.  Unless potential customers have the ability to verify who is on the other end of the line, Internet and telemarketers can conduct their business in anonymity.  This anonymity makes it extremely hard for law enforcement to investigate criminal matters, especially when the culprit and victim reside in different states or countries.  It was suggested that any criminal matter involving the Internet or telephone, where the victim and suspect are located in different states or countries, should be investigated at the federal level.
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5) Level of awareness among seniors


The panel felt that a proactive prevention and awareness campaign is lacking on  local and state levels regarding telemarketing fraud.  It was the opinion of several panel members that seniors would benefit greatly if they were advised of the various telemarketing scams.  Crime prevention specialists would be responsible for assuring that fraudulent telemarketing prevention information is made available to seniors.    Alliances could be formed between law enforcement agencies, private businesses and senior organizations to assure that prevention information is made available to seniors. Law enforcement chaplains could also disseminate the information. Members indicated they felt this would have the most significant impact on reducing the number of fraudulent telemarketing victims, however, they acknowledged that even with proactive awareness programs telemarketing fraud would never completely be curtailed.  

6) Isolation of the elderly


The panel felt that a great number of senior citizens live in isolation, with little or 

no support from their families.  Panel members felt that this isolation makes the elderly extremely vulnerable to telemarketing fraud because those who live in isolation warmly receive a friendly voice on the telephone.  The panel felt isolation of the elderly would  increase in the next ten years, significantly impacting the issue.

7) At risk elderly population with debilitating maladies


The panel felt the elderly, especially those beyond their seventies, are susceptible to psychological and physical impairments.   Two such impairments are Alzheimer’s disease and dementia.  Unless medical science discovers a cure, 
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Alzheimer’s and dementia will continue to affect a portion of the elderly population.  With the number of seniors expected to increase dramatically in the near future, the panel reasoned the number of persons with these types of debilitating maladies would also increase.  People with such impairments become easy marks for fraudulent telemarketers.  The panel felt this trend could moderately impact the issue.

8) Products directed at elderly customers


The panel felt that private enterprise will focus its research and development to create and market products aimed at the elderly customer in the future, such as anti-aging nutritional supplements.  It was felt businesses would target selling these  products to an ever-increasing elderly population.  The panel felt that because of their trusting nature, the elderly become susceptible to purchasing worthless products from smooth talking telemarketers.  The panel felt the impact would be minimal, yet the trend would double over the next ten years.

Events


Events differ from trends, in that events are singular occurrences that occur on a specific date at a specific time.  The event might occur and have a positive or negative impact on the issue.  Events may be internal or external to the organization.


Once the panel identified trends, they used the same round-robin process to identify potential events.  The NGT panel identified eighteen events, that it felt would impact the issue (Appendix C).  Out of the eighteen events the group selected eight 
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they felt would have the most significant impact on the issue.


Event summary, Table 2.2, is comprised of five columns and nine rows.  The numerical data included in the summary table are the median values assigned by the NGT group.  The events identified by the group are listed in the first column, in rows two through nine.  The first column designates the number of years into the future

that a particular event could occur, in the opinion of the panelists.  The second column 

indicates the probability of the event occurring within five years. The value is 

registered as a percentage.  The third column indicates the probability of the event occurring within ten years.   Again, the value is registered as a percentage.  The forth column indicates the level of impact that an event would have on the issue, and whether that impact would be considered positive or negative. 


The purpose of this exercise was to have the NGT group project when the event most likely might occur in the future, and what impact it would have on the issue.  Refer to Table 2.2 on the following page.
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	Events
	Year > 0
	+5 Years
	+10 Years
	Impact +10 to -10

	(1) Retirement  savings 

jeopardized as U.S.  economy falters
	      3
	     75
	       90
	             -8

	(2) National power grid 

      disrupted by terrorist 

      attack     
	      1            
	     80
	     100
	             -8

	(3) Social security system 

      changes benefit age to 70       
	      5
	     40
	       60
	             -3

	(4) Insufficient housing for 

      seniors
	      5
	     60
	       70
	             -2

	(5) Biometric networking    

     appliance replaces      

     standard telephone     
	      5
	     50
	       80
	              5

	(6) Elderly population  

      considered impoverished

      as retirement systems

      become insolvent  
	     10
	       0
	       20
	             -2

	(7) Human genome research

      slows the aging process
	     10
	       0
	       30
	              2

	(8) Local governments             

      prioritize funding of senior 

      services          
	     10
	       0
	       80
	             -6


Event Summary

Table 2.2

The NGT panel discussed the following eight events, 

1) Retirement savings jeopardized as economy falters


The panel felt if the United States economy faltered and became unstable it would affect retirement savings of a significant number of seniors.   Members 

mentioned that many future retirees have invested large amounts of their money in retirement systems that are heavily involved with the stock market, and seniors could 

lose large sums of their retirement savings should the economy falter.  By losing their 
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retirement income, seniors would be more apt to take risks when contacted by fraudulent telemarketers.  The phony Canadian lottery scheme was used as an example.  Panelists felt this event could occur within the next three years, and if it did occur would have a significant negative impact on the issue.

2) National power grid disrupted by terrorist attack


Panel members discussed what the impact would be on the issue if there was a terrorist strike on the national power grid infrastructure.  Seniors who live on a fixed retirement income would be forced to pay more for their electricity and natural gas.  Members felt fraudulent telemarketers would concoct some scam promising the elderly a significant reduction in their energy costs by paying a significant fee up front.  The panel felt this event could occur within the next year and would have a substantial negative impact on the issue.

3) Social security system changes benefit age to 70


Panel members felt this event had a forty percent probability of occurring in the next five years and if it did occur would have a minimum negative impact on the issue.  Again, the panel felt fraudulent telemarketers could concoct some type of scheme aimed at susceptible seniors looking for a way to supplement their income.

4) Insufficient housing for seniors

The panel felt this event had a sixty percent chance of occurring in five years.  If the event were to occur there would be a minimum negative impact because without affordable housing, seniors may be forced to live with family members.  Panelists felt the daily lives of the elderly would be monitored more closely if they lived with their 
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families.  This could possibly prevent a fraudulent telemarketer from gaining access to a victim.

5) Biometric network appliance replaces standard telephone


The panel felt this event would have the most significant positive impact on the issue.  Members theorized this event had an eighty percent chance of occurring within  ten years.  Callers could be identified either through voice recognition or other

physiological identifiers.  The panel members strongly felt fraudulent telemarketers could not hide behind a veil of anonymity and would be discouraged from contacting victims for fear of being identified. 

6) Elderly population considered impoverished as retirement systems become insolvent


The panel discussed the fact most seniors live on fixed retirement incomes.  There was speculation that as the number of elderly increases, retirement benefits will not keep pace with the demand or become insolvent.  This will force a large segment of the elderly population into poverty with desperate seniors falling prey to fraudulent telemarketers’ promises of financial wealth.  This would have a minimal negative impact on the issue.

7) Human genome research inhibits aging process 


The panel felt with the current scientific breakthroughs involving the human 

genetic code, an anti-aging process could be discovered in the future.  The panel also 

theorized further genetic research would find a cure for Alzheimer’s disease and dementia.  The panel members felt future human genome research will have a 

positive impact on the issue indicating the elderly would be less susceptible to fraud 
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when free from mentally debilitating diseases such as Alzheimer’s.

8) Local governments eliminate funding of senior services


The panel felt that within the next ten years there is an eighty percent chance that local municipal and county governments will prioritize funding to most senior services.  Most communities fund services that directly benefit the elderly, such as recreational centers, low-cost meals and supplemental housing costs.  By eliminating this type of funding, panel members felt the elderly would be forced further into isolation, thereby providing fraudulent telemarketers with an attractive target.

Cross-Impact Analysis


Within two weeks of the Nominal Group Technique, four members of the NGT panel were asked to examine the identified trends and events and conduct a cross-impact analysis.  The panel members were instructed to use a numerical scale from zero to five.  Five would indicate the strongest impact, one having minimal impact, and zero having no impact.  Events were evaluated to have either a negative or

positive impact on trends.  The primary value of this technique is that it allows for 

interaction between trends and events rather than examining them individually. Data 

was extracted by linking each event and trend with one another.  By analyzing the

relationship between a trend and an event, it could be determined what the impact might be on a particular issue.  The cross-impact values generated by the four panel 

members were converted to median scores.  The median scores are depicted on the following page in Table 2.3.
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	Trend 1
	Trend 2
	Trend 3
	Trend 4
	Trend 5
	Trend 6
	Trend 7
	Trend 8

	Event 1
	    -1
	     2
	    -3
	     0
	     0
	     0
	     -1
	     0

	Event 2
	     3
	    -1
	    -2
	     3
	     3
	    -2
	    -3
	     0

	Event 3
	     2
	    -3
	    -3
	     1
	     2
	    -2
	     0
	     0

	Event 4
	     0
	    -3
	    -3
	     2
	     1
	     4
	    -3
	     0

	Event 5
	     5
	     1
	     1
	     2
	     5
	     1
	     0
	     2

	Event 6
	     1
	    -3
	    -4
	    -2
	     3
	    -3
	    -3
	     1

	Event 7
	     2
	     2
	    -1
	     3
	     4
	    -3
	     1
	     2

	Event 8
	     0
	    -3
	    -4
	     2
	     3
	    -2
	    -3
	     2


Cross Impact Analysis

Table 2.3


The cross-impact analysis revealed that Event Four, insufficient housing for seniors, could have a positive impact on Trend Six, isolation of the elderly.  The group discussed that if affordable housing became unavailable for the elderly, they would be forced to live either with family members or in government-subsidized institutions.  The group reasoned that the elderly would probably be less isolated, thereby making it more difficult for fraudulent telemarketers to contact them directly.


Event Five, biometric network appliance replaces standard telephone, would have a significant impact on Trend One, technological advances.  The group felt that the current telecommunications technology may become obsolete within the next ten years.  Telephones will give way to devices that allow callers to be identified biometrically, either through voice analysis or facial mapping.  These biometric network 
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appliances will allow people to see one another when conversing via color monitors.  Individuals will be identified by specific biological traits with digitized images and voice patterns stored and retrieved easily.  This type of device will enable people to authenticate any transaction they make using their own faces or voices, thereby possibly making fraudulent telemarketing obsolete.


The group strongly felt Event Five, the replacement of the standard telephone by a biometric network appliance, would have significant positive impact on Trend Six, level of awareness among seniors.  The group theorized that law enforcement crime prevention units could send pre-recorded video messages to specific groups of people, alerting them to certain crimes being committed in the area, including telemarketing fraud.  The group also pointed out that the police would be able to store biometric information on suspects, such as voice patterns or facial features, much like fingerprints are stored today.


If Event Six, elderly population considered impoverished as retirement systems 

become insolvent, or Event Eight, local governments prioritize funding of senior services, were to occur they would have a significant negative impact on Trend Three, economic variables.  The group felt that if retirement systems become insolvent due to the burgeoning population of elderly, and all forms of local government aid ceased, those senior citizens who are already at the poverty level would become financially desperate.  Fraudulent telemarketers would prey upon such people trying to find a way out of poverty. The elderly would seek other means to survive financially, and again could become easy prey for fraudulent telemarketers offering lucrative cash prizes.
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Scenarios


The following scenarios are imagined sets of events, projected into the future.  They are based on input from the nominal group, and cross impact analysis of data that could affect how a medium-sized law enforcement agency will respond to telemarketing fraud against the elderly in the near future. 

Pessimistic Scenario

The date is September 30, 2004.  Detective Truelove awakens from a restless sleep and staggers into the bathroom.  Those middle-age aches and pains remind him of the past physical abuse to his body.  One look in the mirror reminds Truelove of a stark reality:  he, like many other baby boomers, is rapidly approaching the eligibility 

age to attain membership in the American Association of Retired Persons (AARP).
Once at work Truelove conducts the usual greeting to his comrades, then settles into his work area.  His desk is barely visible under the mounds of paper, coffee cups, and bagel crumbs.  Retirement briefly crosses Truelove’s mind, until he is forced back 

to the reality that he still has twelve years to go.  Truelove is growing tired of the 

growing number of cases he investigates on a daily basis, where elderly victims are bilked out of their hard earned money by criminal telemarketers.


Truelove recalled seeing a segment on the evening news recently that revealed  a large number of retirement systems had become insolvent due to their inability to keep pace with the burgeoning number of eligible recipients.   Because of this, a large segment of the elderly population in the United States is considered impoverished.  To make matters worse, the broadcaster revealed that a vast majority of the elderly live 
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in isolation.  Truelove wonders what impact this might have on telemarketing fraud.

His answer wasn’t long in coming.  Truelove picked up one of his more recent cases 

and he started reading.  In this particular case the victim was a 95 year-old woman by the name of Dimple Chads, formerly of West Palm Beach.  Mrs. Chads recently relocated to the Sin City retirement community in town.  


The report revealed that Mrs. Chads lives alone, has no immediate family and lives off her meager $550 a month Social Security benefit.  Her life savings, up until she was relieved of it by a telemarketer, was a mere $5000.  “She’s destitute,” Truelove thinks to himself. 

Dimple fell for the scam where the crook told her that she had won a $100,000 prize in the Canadian lottery.  All she had to do to secure her prize was to immediately send the required $5000 fee to pay Canadian taxes.  Mrs. Chads did so, and lost her entire life savings.

          Truelove picks up the telephone to call the local Federal Bureau of Investigation (FBI) office for assistance but is told that telemarketing scams have a low investigative

priority.  Truelove then calls the Federal Trade Commission (FTC) for assistance but is told that the FTC is merely a regulatory agency that oversees the telemarketing industry.


Truelove tosses the case folder back on his desk and wonders what emotional toll this has taken on poor Mrs. Chads.  Truelove thinks, “If only we had gotten the word 

to her sooner about these telemarketing crooks.  Perhaps this could have been 

prevented.”
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Optimistic Scenario


It is November 29, 2006. Detective Truelove is sitting in his local Crusty Cream donut shop, slurping down a cup of highly inadequate coffee.  He is reading a copy of the Legal Beagle, a futuristic police magazine.  About six months ago, Truelove rarely had a chance to take a break due to his tremendously large caseload.  Truelove is an expert in the area of telemarketing fraud and is a member of his department’s investigative unit that deals specifically with financial crimes committed against the elderly.  The unit is affectionately known as GRIT, an acronym for Geriatric Response 

Investigative Team.


“Isn’t technology wonderful,” Truelove thinks to himself, reading an article in the Beagle on a device called the biometric networking appliance.  Of course he had no idea what a biometric networking appliance (BNA) was, until he was introduced to one at work.  The police department had replaced all of its standard telephones with BNAs.  

These biometric networking appliances allow callers to be identified through voice 

pattern analysis and facial mapping.  People who use the device can actually see one 

another when conversing via color monitors, and they can be identified by specific biological traits.  The user’s digitized image and voice pattern is stored in the devices computer and can be retrieved easily.  The biometric networking device enables people to authenticate transactions they make using their own faces or voices.

Truelove heard from a contact that he had at the telephone company that the biometric networking appliance will become the norm in the telecommunications 

industry, replacing standard and cellular telephones.  Approximately eight months ago 
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Truelove was able to obtain a federal grant to subsidize the cost of placing the BNA in homes of senior citizens.  Because of the enormous elderly population in California, and their vulnerability to telemarketing fraud, the government figured the money would be well spent.


Now that a majority of the elderly citizens in town have the biometric networking appliance in their homes, telemarketing fraud against the elderly has decreased ninety-three percent.  Truelove takes another sip of his coffee and thinks, “I just might have worked myself out of a job.”

Normative Scenario


The date is June 28, 2006.  Police Chief John Barrow is speaking before a State Senate law enforcement sub-committee regarding two issues that would have a   positive impact on how law enforcement in California responds to telemarketing fraud 

against the elderly.  Chief Barrow is representing medium sized police agencies within the state.  The Chief is requesting legislation that would significantly increase the penalties for criminal telemarketers, as well as increased financial support for California 

law enforcement to increase public awareness.     


The legislature is aware of the fact that nationally California has the largest number of elderly residents, followed by Florida.  The number of people in California 

over sixty years of age will grow from 4.9 million in the year 2000 to 9 million in the year

2020.  These numbers could increase dramatically should genetic research discover a 

way to impede or slow the aging process. 
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Chief Barrow informs the sub-committee that one extremely effective way to combat all telemarketing fraud is through aggressive prevention programs.  The chief 

points out, however, that it is currently fiscally impossible to implement such programs in his agency without financial support from the state.  As with most law enforcement agencies, the majority of the budgeted funds in his department are allocated towards patrol operations. 

As community oriented policing became the norm with most law enforcement agencies, crime prevention units were believed to be obsolete and were therefore disbanded or downsized.  Community policing provides the citizenry closer interaction with police officers. It was theorized that crime prevention information could be provided by each individual officer rather than by a single crime prevention specialist.  However, to inform vast numbers of people efficiently money must be made available to 

agencies to pay for media related expenses.  Aggressive advertising campaigns aimed 

at all telemarketing fraud would hopefully reduce the number of incidents significantly.


Upon the completion of his presentation, Chief Barrow is informed that the sub-committee will recommend state funds be set aside specifically for telemarketing fraud prevention awareness programs. 


Medium sized law enforcement agencies must prepare to deal with the forecasted levels of crime that will be committed against the elderly in the future.  It is anticipated that telemarketing fraud against the elderly will increase exponentially with the increasing senior population.  The NGT process revealed the most effective way for 
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agencies to deal with the telemarketing problem in the future is through aggressive 

public awareness campaigns targeting the elderly population.  It is also important for medium sized law enforcement agencies to factor in California’s increasing elderly population into their strategic planning process.  
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CHAPTER THREE

STRATEGIC PLAN

Introduction


Strategic planning is a systematic process that enables an organization to anticipate environments in which the organization will be working in the future.  With that in mind, this strategic plan will define strategies which are important to developing, implementing, and managing how medium sized law enforcement agencies will respond to telemarketing fraud against the elderly by the year 2006.  For the purpose of this project an optimistic scenario was used.

Defining the Future


The Roseville Police Department is a medium sized law enforcement agency, having a total of 87 sworn police officers. It will be used as the department on which this strategic plan was based.  The Roseville Police Department has been nationally recognized for exceptional efforts in forging a strong alliance with the community.  In 2000, the Roseville Police Department received the James Q. Wilson Award for Excellence for community-policing.  Chief of Police, John Barrow, is a dynamic leader who is committed to maintaining strong ties with the community, while at the same time keeping his department keenly focused on the future.
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Law enforcement must stay abreast with the rapidly changing environment.  This project contains strategies and recommendations to

assist law enforcement agencies in preparing for the increased complexity involving telemarketing fraud.  A vision was created to provide connectivity with the future.  The vision gives an organization a sense of where it wants to be in the future.

Vision

A HEALTHY, SAFE AND SECURE COMMUNITY

The Roseville Police Department shall continue to work collaboratively with the citizens of our community so they may enjoy the highest quality life.  We are an organization that cares for youth, seniors citizens and families striving to make them feel safe and secure.  We use technology in service delivery but always with a human touch.  We shall continue to provide the highest quality service and are committed to excellence.  We are a professional organization with a sense of direction, intensely focused on our future.


Mission statements, aside from providing general guides for strategic planning, have specific relevance to the formulation of program strategies and the nature of an organization.

Mission Statement

It is the mission of the Roseville Police Department to work collaboratively with members of our diverse community.  We are committed to ensuring public safety and to maintaining the high level of service that our residents and visitors are accustomed.

30


By implementing the recommended strategies the Roseville Police Department will:

1) Significantly reduce or eliminate victimization of elderly citizens to telemarketing fraud

2) Increase public awareness of telemarketing fraud

3) Utilize technological advancements to combat telemarketing fraud


In all likelihood, if the recommended strategies are implemented there will be a significant reduction in the number of seniors citizens being victimized by fraudulent telemarketers.

Organization Analysis

The purpose of an organizational capability analysis is to isolate key issues and to facilitate a strategic approach.  A SWOT analysis provides a framework for identifying critical issues that could impact an organization in either a positive or negative way.  SWOT is an acronym that stands for strengths, weaknesses, opportunities, and threats.  A SWOT analysis was conducted using the Roseville Police Department because it is a medium sized law enforcement agency.  The analysis examined how a medium sized agency would respond to telemarketing fraud against the elderly in 2006.

Internal Strengths

· The Roseville Police Department works closely with the Roseville Coalition of Neighborhood Associations (RCONA).  Information concerning telemarketing 
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· fraud could be disseminated through each neighborhood organization.

· The staff is highly motivated and receptive to new training methods.  Department training manager assures that frequent training is conducted.

· R.P.D has strong ties with law enforcement agencies throughout the region.

· Management is supportive of innovative strategies.

· The city is fiscally sound and provides sufficient funding to the department.

Internal Weaknesses

· A change in the organization leadership could reduce emphasis on response to telemarketing fraud.

· R.P.D. currently has no Crime Prevention Unit.

· Staff is not adequately trained to deal with telemarketing fraud cases.

· Staff needs updated training concerning dementia and Alzheimer’s disease.

· There is confusion as to what law enforcement agency has responsibility for investigating complex telemarketing fraud cases.

· Agency does not have equipment to conduct court ordered wiretaps.

· R.P.D. does not have representative to act a liaison with senior citizen organization(s).

· There is a lack of bilingual staff to adequately investigate telemarketing fraud cases committed against non-English speaking victims.
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External Opportunities

· Proactive and aggressive public information programs aimed at elderly population regarding telemarketing fraud could prevent senior citizens from being victimized.

· Positive pubic relations derived from crime prevention program.

· Local governing body likely to increase funding specifically to combat 

      telemarketing fraud.

· Apply for grant funding related to telemarketing fraud.

· Enhanced investigative capabilities through acquisition of advanced telecommunications technology.

External Threats

· Criminal telemarketers cease using standard telephones in lieu of advance cellular technology, making it impossible to trace calls.
· Telephone companies become less cooperative with law enforcement agencies conducting telemarketing fraud investigations. 
· Telemarketing fraud could become a tool of terrorists to fund activities.
· Elderly victims die or become incapacitated prior to fraudulent telemarketer being captured or tried.
· Victims refuse to report telemarketing fraud due to embarrassment.
· Legal standards vary internationally.  What may be considered a crime in one country may be considered a civil matter in another.
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· Elderly victims often physically unable to travel to testify at trials held in jurisdiction of the offender.
· Foreign governments that have no extradition treaty with the United States refuse to extradite criminal telemarketers operating in their countries. 
· Future court rulings could make it impossible for law enforcement to obtain legal wiretap on fraudulent telemarketing operations.
Stakeholder Identification


A stakeholder is any person, group, or organization that can place a claim on, or influence, the organization’s resources or outputs, is affected by those outputs, or has an interest in or expectations of the organizations.
 Stakeholder views should be taken into account in the strategic planning process.

Senior Citizens

· Group that would benefit most from telemarketing fraud strategies.

· Large voting block.  Could significantly influence local government services.

· An average of 10 percent of people ages 65 to 85 will develop Alzheimer’s disease, a degenerative disease that impacts mental and physical functioning.

· Segment of the population growing most rapidly in the United States.  Could significantly impact public safety services in the future.

· Today’s workforce is saving money in private retirement accounts, such as 401K’s, to provide for their future retirement thus becoming less reliant on 
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· Social Security.  As a result, future retirees will have substantial assets making them attractive target for fraudulent telemarketers.
Senior Citizen Organizations

· Involved in political lobbying efforts regarding senior related issues.
· Information conduit between law enforcement and senior citizens. 
· Excellent resources for telemarketing fraud prevention information.
Telecommunications Industry

· Developing new wireless technology call 3G, or third generation, for cellular applications.

· Required by law to place information regarding telemarketing fraud in telephone directories.

· Provides telephones services to customers as well as telemarketing criminals.

Federal Communications Commission

· Adopted rules and regulations in 1992 implementing the Telephone Consumer Protection Act.
· Establishes polices to govern interstate and international communications.
Federal Trade Commission

· Regulates telemarketing industry.
· Gives state law enforcement agencies the authority to prosecute fraudulent telemarketers who operate across state lines.
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· Can investigate telemarketing fraud and seek injunctive relief.
· Provides information to public about telemarketing fraud on its web site.
Federal Bureau of Investigation

· Conducts covert undercover operations targeting fraudulent telemarketers.
· Assists state and local law enforcement agencies with interstate telemarketing investigations.
· Provides training to state and local law enforcement on how to investigate and prosecute fraudulent telemarketers.
· Provides information about telemarketing fraud on FBI web site.
United States Postal Inspector

· Investigates mail fraud in case where telemarketers use the mail with the intent to obtain money through a fraudulent scheme.
California State Attorney General

· Has the authority to investigate and prosecute fraudulent telemarketers who operate across state lines.

United States Congress

· Enacted the Telemarketing Fraud and Senior Protection Act (SB 699) on March 24, 1999.
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United States Secretary of Health and Human Services

· Mandated by Congress to publicly disseminate information in each state designed to educate senior citizens and raise awareness about the danger of telemarketing fraud.

Police Management

· Responsible for acquiring adequate funding to staff crime prevention unit.

· Assures that officers receive proper training regarding crimes against the elderly.

· Monitors external environment for trends that might  impact telemarketing fraud in the future.

· Writes policies and procedures regarding organization response to telemarketing fraud.

· Maintains updated Mission Statement, and sets direction for the organization.

· Assures that organization is properly staffed and adequately equipped to accomplish its mission. 

Police Officer’s

· Become involved with neighborhood community groups.
· Act as liaison between victims of telemarketing fraud and prosecutor.
· Complete detailed and accurate reports concerning telemarketing fraud.
· Vigorously investigate all incidents of telemarketing fraud.
· Become familiar with telemarketing prevention strategies and pass these on to the public.
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Development of Key Strategies


Implementation of an organization’s strategic plan is difficult without first identifying key strategies.  When developing key strategies, the leaders of the organization must be cognizant of how each strategy will impact stakeholders.  The following strategies are based on the optimistic scenario and could assist medium sized law enforcement agencies deal with telemarketing fraud against the elderly.  To reduce antipathy and give personnel a sense of ownership, it is imperative that management include all members of the organization in identifying the key strategies.  

Strategy One


Medium sized law enforcement agencies need to enhance their crime prevention programs to deal with telemarketing fraud perpetrated against elderly victims.


Strategies used to prevent and control fraud are astoundingly diverse, varying from the most general policy statements designed to ensure the efficient conduct of organizations, to highly specific information offered to enable people to avoid victimization.


The challenge lies not in publishing telemarketing prevention guidelines, but in persuading elderly members of the community to make use of them.  The AARP has been extremely active in educating its constituency, on a national level, through public service announcements, educational workshops and various other programs.  Medium size law enforcement agencies must enhance
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their crime prevention efforts related to telemarketing fraud by working closely with the media, consumer protection agencies, and organizations that represent senior citizens.


An AARP survey found that older Americans, men as well as women, who fell for telemarketing schemes seemed to believe the story the telemarketer was pitching.  They found it hard to tell a legitimate sales pitch from a fraudulent one and often lacked the skills to terminate the call when they felt pressure from the person on the other end of the line.


Additional AARP qualitative research revealed that though older 

consumers knew telemarketing fraud was wrong, they found it hard to believe that it was a crime.  Older consumers must be convinced that fraudulent telemarketers are criminals before they will exercise greater caution.


Educational and prevention efforts are a critical element of any overall strategy to control telemarketing fraud.  To succeed, educational programs must have accurate information about who commits telemarketing fraud, who is likely to be victimized by it, and how the fraud occurs.

Strategy Two


Create a regional task force comprised of federal, state and local law enforcement agencies to offensively attack fraudulent telemarketing operations.


This plan is not new.  For several years, joint telemarketing task forces consisting of federal, state, and local prosecutors, and investigators have operated with great success in metropolitan areas such as Buffalo, Fort 
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Lauderdale, Las Vegas, and San Diego.
  One of the reasons for the success of these local task forces is their ability to take various approaches to prosecution.  Under federal mail and wire fraud statutes, and a number of state fraud statutes, prosecution of fraudulent telemarketers may be conducted in either of two possible domestic venues.  Prosecutions can occur where the fraudulent boiler room is operating, known as backyard venue prosecutions, or where the victims were defrauded, known as victim venue prosecutions.


In cases where the boiler room is located in a foreign country, prosecution 

 of fraudulent telemarketers is cumbersome, and at times impossible.

Strategy Three


Medium sized law enforcement agencies need to explore ways to implement biometric evidence collection system.


Today’s fraudulent telemarketer hides behind a veil of anonymity because the standard telephone is used to place calls to victims.  Only in rare cases, when authorities have advance notice that a fraudulent telemarketing operation exists, wiretaps and call tracing techniques can be utilized.


A successful countermeasure to fraudulent telemarketing would involve improving the reliability of evidence used for personal identification.  Biometric identifiers, which make use of an individual’s unique physical characteristics, are the best way to establish identify.  Common examples include voice patterns, retinal images, and facial image recognition.


New generation phones and handheld computers equipped with digital 
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cameras will create an infrastructure capable of putting biometrics into the hands of consumers and criminal telemarketers.  Companies are currently developing tools which will enable people to authenticate any transaction made over the wireless Web using their own faces.


Casinos have been using facial recognition technology for years to identify and catch cheaters.  The Tampa Bay Police Department utilized facial recognition technology to screen fans during the 2001 Super Bowl.


Another biometric technology gaining popularity is voice identification technology.  This technology is based on the premise that every person has unique voice characteristics that cannot be replicated exactly.


Future telecommunication devices may be equipped with digital recording capabilities as well as miniature visual monitors.  This would allow those using such devices to capture a sample of the caller’s voice and facial image.  Once collected, the data would be stored in the device’s database and could be subsequently retrieved.  Realizing that they could possibly be identified  through  their voice or facial image, fraudulent telemarketers would be less likely to place calls to potential victims.  


To thwart this type of telecommunications device, fraudulent telemarketers might start using computer generated audio and video messages when contacting potential victims, thus reducing their risk of being identified.

Much like the way fingerprints are stored digitally today, voice samples and facial images could be stored in a computerized database.

41

Deoxyribonucleic acid (DNA) identification technology has proven extremely successful as a crime fighting/solving tool.  The collection and storage of DNA samples from criminals by the criminal justice system is becoming commonplace throughout the country. Hopefully, the collection and preservation of voice patterns and facial images will become as popular. 


Most law enforcement agencies take photographs of people who have 

been arrested during the booking process.  Rather than just filing the photos 

away in booking folders, biometric templates of the person’s image could be stored digitally in large databases. 


Some drawbacks associated with this type of technology are high costs and security.  Like with the DNA technology, the costs associated with collection and storage of such potential evidence may be prohibitive to smaller law enforcement agencies.  There is also the possibility that computer security systems could be compromised. 


In a free society people find the process of providing personal identifying information distasteful and intrusive.  To counter this, data should be collected only from criminals charged with a public offense.  Law enforcement must also take steps to ensure collected samples are properly secured and acquire adequate safeguards to protect legitimate privacy concerns of citizens.


The next chapter will focus on organizational transition management.
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CHAPTER FOUR

TRANSITION MANAGEMENT


In any change there are always three states: the future state – a place or condition one wishes to achieve; the present – the current condition in relation to the desired state; and the transition – the getting from the present to the desired state: the period during which the actual change takes place.

Commitment Planning


People are an organization’s most precious resource, yet during times of change, management often overlooks them.  When an organization is contemplating change, it is imperative every person in the organization be involved with the process.  To stress the necessity for change management  must create a sense of urgency and convey why there is a need for change to all members of the organization.


Leaders of organizations must maintain open dialogue with employees and stakeholders.  Dialogue differs somewhat from communication. Certain types of communication are often one-way, such as an office memo or announcement, while dialogue involves two-way conversation between individuals.  Maintaining open dialogue with those who will be affected by the change minimizes resistance and alleviates most concerns.
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For change to succeed within an organization there must be a 

broad base of support not only among change implementers, but also the 

recipients.  Organizational leadership must actively seek support for change from those viewed as informal leaders of the organization.  Along with identifying support internally within the organization, it is necessary to identify the critical mass. In any complex change process, there is a critical mass of individuals or groups whose active commitment is necessary to provide the energy for the change to occur.
  


Stakeholders within the critical mass should be identified because of their potential impact on the change.  The following is a list of individuals and groups whose support is necessary for the successful implementation of strategies dealing with telemarketing fraud against the elderly.

· Chief of Police

· Police Management

· Police Officers

· Federal law enforcement and regulatory agencies

· Prosecutors at the federal, state and county level

· Elected government officials at the federal, state and local level

· Senior citizen organizations, such as AARP

· Telecommunications industry

· Criminal justice forensic laboratories 

· Neighborhood associations
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Responsibility


Most strategic planning processes vary in their approach and sophistication.  The recommended strategies noted herein will serve as an impetus for improvement that will assist the Roseville Police Department in dealing with telemarketing fraud against the elderly in the future.  The leadership of the Roseville Police Department is committed to reviewing and analyzing the results of this project, with an eye towards adapting customer focused planning practices, which can provide organizational improvement.


This plan is intended to reduce or eliminate the victimization of Roseville’s senior citizen population by fraudulent telemarketers.  Responsibility charting was used to clarify behavior  required to implement important tasks, action and decisions.  Responsibility charting reduces ambiguity, wasted energy, and adverse emotional reactions between individuals or groups whose interrelationship is affected by the change.
 This allows those involved with the change to gain an understanding of what their responsibilities actually are within the process.

45

Analysis of the Responsibility Chart

Development of Police Department Policy


The chief of police was identified as having the responsibility for developing department policy, while police management is supportive.  Police officers were identified as being informed and all other actors were determined to be irrelevant to this item.

Secure Necessary Funding


The chief of police was identified as having responsibility for securing necessary funding.  Police managers were identified as supporters and local elected officials approve.  All other actors were determined to be irrelevant to this item.

Approve Necessary Funding


The chief of police, senior citizens, and the United States Congress were identified as being supporters to approving necessary funding.  Police managers must be informed, local elected officials were responsible for approving necessary funding.  All other actors were determined to be irrelevant to this item.

Crime Prevention Information Dissemination


Police officers were identified as having responsibility for disseminating crime prevention information related to telemarketing fraud.  Both the chief of police and police managers have approval rights regarding this item.  Senior citizens were determined to be irrelevant to this item while all the remaining actors were supporters.
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Investigate Telemarketing Fraud


Police officers were identified as being responsible for this action.  The Federal Trade Commission, Federal Communications Commission, Federal Bureau of Investigation, United States Postal Inspector and prosecutors were determined to be supporters.  All other actors were determined to be irrelevant to this action.

Prosecute Telemarketing Fraud


All the actors, with the exception of prosecutors and local elected officials, were identified as being supportive of this action.  Prosecutors are responsible for prosecuting telemarketing fraud.  It was determined that local elected officials should be informed regarding this action.

Enact Legislation


The United States Congress was determined to be responsible for enacting legislation concerning telemarketing fraud.  All other actors were identified as being supportive. 

Implementation Plan

 
The following plan is based on a five-year horizon.

Phase One


Medium sized law enforcement agencies need to enhance their crime prevention programs to deal with telemarketing fraud against elderly victims.
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Year One

Responsibility: Crime Prevention Specialist


Tasks:

· Develop training program for presentation to senior citizens regarding telemarketing fraud.

· Coordinate presentations to senior citizen groups within the city.

· Work closely with local news media to warn community about telemarketing fraud.

· Create a working relationship with AARP and other organizations that represent senior citizens.

· Assure that information relevant to telemarketing fraud prevention is posted in agency web site, with links to other fraud prevention web sites.

· Reassign existing staff, or backfill, to create crime prevention specialist position.

Costs: Estimated minimum annual salary, $38,280.

Phase Two


Create a regional task force comprised of federal, state and local law enforcement agencies to offensively attack fraudulent telemarketing operations.

Years two and three.

Responsibility: Operations Commander
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Tasks:

· Coordinate meetings with representatives for allied law enforcement agencies to determine feasibility of regional task force.

· Determine role of agency in task force and develop operational guidelines.

· Secure funding for prolonged operation.

· Allocate sufficient staffing to task force.

Costs:  Significant, due to required additional staffing, but costs could be offset if grant funding from federal and state sources is obtained.

Phase Three


Medium sized law enforcement agencies need to explore ways to implement biometric evidence collection system.

Years four and five.

Responsibility: Services Commander

Tasks:

· Identify current technological resources that are available to store collected biometric evidence data.

· Secure necessary funding.

· Appropriate necessary equipment.

· Develop training program for staff in the use of biometric data collection system.
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· Initiate lobbying efforts seeking legislation mandating biometric evidence collection system on a statewide basis. 

Costs: Significant, due to costs of purchasing new technical equipment, but could be reduced by forming partnerships with technology based industries. 

Responsibilities for Monitoring and Evaluation


This plan is expected to produce tangible results in terms of reducing telemarketing fraud against senior citizens within the community.  Success in improving community awareness can be assessed through surveys of targeted 

populations and workshops and meetings with constituent groups.


Division commanders will provide monitoring to assure implementation of the plan is carried out within the prescribed timelines.  At the conclusion of each fiscal year the chief of police will provide a report to the city council, which will minimally include appraisal of activities and programs supported by this plan. 


The law enforcement profession is constantly changing.  To successfully deal with the future, law enforcement leaders must not be intimidated by change.  New styles of leadership will be critical to accomplish organizational success.  To be effective, leaders must be adept in forecasting, communicating, problem-solving, and strategic planning.


Problems are looming on the horizon for law enforcement related to crimes committed against the elderly. Fraud related crimes, such as telemarketing fraud committed against the elderly, are anticipated to increase significantly. The projected increase of elderly citizens within the next ten years 
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will have a profound impact on law enforcement agencies.  To prepare for this increase in the elderly population law enforcement leaders must develop strategies to effectively respond to issues related to the elderly.
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CHAPTER FIVE

CONCLUSION

Implications on Leadership


The unparalleled increase in the number of elderly persons living in the United States will have a major impact on the nation’s health care, social service delivery systems, and law enforcement services.


Increased life expectancy is leading to new issues and problems for criminal justice systems as most communities experience a dramatic increase in the number of older residents.  Police calls for service, crime patterns, and the people who are victims of crimes are different today than they were ten years ago.  More and more law enforcement officers are coming in contact with senior citizens on a regular basis.  Criminals have learned that targeting the elderly and involving them in telemarketing scams is lucrative.
 According to Federal Trade Commission data the largest single concentration of telemarketing fraud victims live in Iowa, followed by California and Minnesota.


Visible above the waterline are the unprecedented growth in the number of elderly and the unprecedented decline in the numbers of youth over the next several decades.  Lurking beneath the waves, and not yet widely understood, are the wrenching economic and social costs that will accompany this demographic transformation.
 Law enforcement managers must be aware of the future implications this extraordinary demographic shift will have on their organizations to effectively plan for this probable change.  
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Limitation of Resources


In most cases medium sized law enforcement agencies do not have the luxury of unlimited resources and must operate within budgetary and staffing constraints.  Participation in a task force or purchasing advanced technological equipment is extremely expensive and would pose a financial burden on most medium sized or smaller law enforcement agencies.  Two strategies mentioned in this plan, numbers two and three, although feasible, are probably beyond the financial or logistical capabilities of agencies the size of the Roseville Police Department.


It is inevitable that criminal telemarketers will develop ingenious ways to thwart future security systems such as voice recognition systems or facial scanning devices.  Computer generated digital voices, and for that matter faces, could be developed and used by fraudulent telemarketers when contacting their victims.  Regional task forces will catch a few criminal telemarketers but most will escape justice, especially those operating out of foreign countries.


Realistically, strategy one, enhancing crime prevention programs in medium sized police agencies to deal with telemarketing fraud against the elderly, is not only attainable by the year 2006, but necessary.
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Recommendations


Evidence suggests that proactive public awareness campaigns directed at senior citizens will have the most significant impact on reducing fraudulent telemarketing.  To enhance existing crime prevention efforts related to telemarketing fraud against the elderly, the Roseville Police Department should:

· Develop a program that will assist vulnerable and isolated senior citizens feel safer and avoid becoming targets of telemarketing fraud.  The goal of this program will be making seniors aware of their ability to prevent being victimized by fraudulent telmarketers or other con artists.

· Form a coalition with the Placer County Social Service Department.  Social workers often are the only link that senior citizens have with a governmental organization.  Social workers could identify those senior citizens that are likely crime victims and notify the police department.  The officer who normally works in the neighborhood where the elderly person lives would be responsible for personally paying the person a visit.  The officer could give ideas and information on how to deal with telemarketers.

· Initiate an aggressive community-wide public awareness campaign concerning fraudulent telemarketing practices.
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Utilize the local government access cable television channel and the police department Internet web page to provide information to the public on strategies to deal with telemarketing.  As an example, information could be provided on how people can remove their names from telemarketing lists.  

· Train senior citizen volunteers to make presentations to senior clubs and organizations in the community regarding telemarketing fraud prevention. 

Financial Considerations


Telemarketing fraud, especially when committed against the elderly, has gained significant attention among political leaders in Washington, D.C.  In September 2000, the United States Congress authorized the allocation of 20 million dollars to the Bureau of Consumer Protection of the Federal Trade Commission to combat telemarketing fraud against the elderly.
 If a medium sized law enforcement agency wanted to enhance its crime prevention program to increase public awareness concerning telemarketing fraud, there is a strong likelihood that grant funding will be available to offset costs.  The following are

 two examples of grants that have been made available to law enforcement to fund crime prevention programs related to the elderly.
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· In the recent past, the Office of Criminal Justice Planning (OCJP) offered nine grants to several law enforcement agencies in California.  The program was called the Community Crime Resistance Program.  The focus of the program was to create or expand traditional crime prevention programs, such as neighborhood watch, elder and child safety, and rural crime prevention.  The State General Fund allocated 923 thousand dollars to this program.

· The United States Department of Justice (USDOJ) recently offered grants to prevent telemarketing fraud against the elderly.  These grants were to assist law enforcement agencies with training and technical assistance specifically related to telemarketing fraud against senior citizens.

Conclusion


Telemarketing fraud against the elderly is financially and emotionally devastating to its victims.  Historically the elderly have been a favorite target of criminal telemarketers.  Within the next ten years, the population of people aged sixty-five and older will increase dramatically in California.   It stands to reason  there will be an increase in telemarketing crime due to the large number of potential victims living within the state of California.

57


The futures portion of this project revealed the most effective way  medium sized law enforcement agencies could deal with telemarketing fraud against the elderly by the year 2006 is through enhancing existing crime prevention programs.  This strategy is cost effective and relatively easy to implement, if properly orchestrated it could significantly reduce the number of elderly telemarketing victims.  Public awareness is the cornerstone of this strategy.

 Law enforcement leaders must creatively cope with constant change. To  be successful, leaders must have a vision and the ability to challenge others within their organization to pursue that vision.   Leaders who are visionaries can confidently plan for their future.  When asked about his thoughts on the future the late President John F. Kennedy said:


Wisdom requires the long view…. I am reminded of the story of the great 


French Marshal Lysutey, who once asked his gardener to plant a tree.  

The gardener objected that the tree was slow growing and would not reach maturity for a hundred years.  The Marshal replied, “In that case, there is no time to lose, plant it this afternoon.”  Today a world of knowledge—a world of cooperation—a just and lasting peace—may be years away.  But we have no time to lose.  Let us plant our trees this afternoon.
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