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Technology has created a new criminal element that society must fend off: the cyber criminal. Instead of lurking in dark alleys as shadows and stalking their prey, they sit at their computers hacking away at people’s deepest financial secrets hoping to find that small oversight that permits them to have ultimate control of ones personal financial assets. Or rather, they simply steal identities through the use of optical scanners, color printers, and access to numerical identifiers such as driver’s license and social security numbers. Law enforcement has the duty to protect the public from those who would do it harm and to provide the necessary information that permits society to protect itself. Yet law enforcement must also walk a tightrope that ensures that it does not infringe on society's rights to individuality and personal privacy.  Biometrics, more than any other form of identification, may imperil one’s sense of individuality and create a mind set that government is meddling far too much in everyone’s personal lives. How far does government need to go to insure individual safety and security, and at the same time respect the rights of its citizens?  Answers to these questions are complicated; to rush headlong into systematic biometric verification and identification without careful consideration of how to balance personal privacy with safety and security will undoubtedly cause unintended and unforeseen circumstances in the future. The use of biometrics is no longer a scene from a second rate science fiction film: it is real, it is here, and mid-sized law enforcement agencies need to brace themselves for the impact and implications this new science brings to the law enforcement profession.

How Others Know Us


Human identification is the association of data with a particular human being. The original need for identification was social rather than economic, but as economic transactions became more complex the need arose for parties to know with whom they were dealing. In this context, the purpose for the exchange of identification was as a gesture of goodwill, to development business relationships and to minimize the possibility of dishonesty.  While the term biometrics is fairly new it has been applied in a variety of ways since at least the time of the Pharaohs when a person's height was used to identify them for grain distribution. 


Most people assume that their identities are established first by name and then by skin color, hair color, and eye color; height and weight; and, the ridges, loops and whorls that make up their fingerprints. These are the conventional forms of identification that have been used to distinguish humans as individuals for most of their lives. These traits are but a few that determine who and what we are. There are a variety of methods available for identifying a person. The obvious include:

Names  - what others call us; 
Social Behavior/Status - how we interact with others and they with us; 
Title - what organizations call us; 
Knowledge - what we know; 
Tokens - what we have; 
Bio-Dynamics - what we do; 
Natural Physiology - what we are; 
Imposed Physical Characteristics - what we've done to change our appearance.

And, there are those identifiers that are not so obvious. These non-conventional methods of identifying individuals are known as biometrics.  The term means life measurement
 and refers to the methodology of recognizing and identifying people based on their individual and distinct physiological or behavioral characteristics.
 Types of biometrics include facial recognition, fingerprint scanning, iris/retina scanning, voice print analysis, hand geometry and palm scanning, signature recognition, vascular pattern comparison and thermal imaging. 

In 1998, the Center for Applied Research and Policy Analysis at the Metropolitan State University in St. Paul, Minnesota studied the accuracy and application, associated costs, and legal and privacy issues involved in biometrics and concluded that biometrics have enormous potential for public and private organizations.

Verification Verses Identification

A biometric system is nothing more than pattern recognition that makes identification possible by determining the authenticity of a specific physiological or behavioral characteristic. Basically, identification occurs in three forms:
 something you have such, as a card; something you know, such as a password or number; or, your specific traits, such as the forms of your fingerprints, the tone of your voice, or the manner in which you sign your name.  A biometric system can either be verification or identification. Verification confirms or denies a person’s claimed identity (Am I really who I claim to be?), while identification has to establish one's identity from a group (Who am I?). Verification, or authentication, normally occurs in conjunction with tokens such as: drivers’ licenses, personal identification numbers and passwords that link the token to the holder; whereas identification occurs through the analysis of certain traits specific to the person such as fingerprints, retina scans, DNA or a combination of traits.



Unraveling Biometrics

Biometrics fall into two categories: physiological and behavioral. A physiological biometric includes the face, retina and iris, fingertips, thumb, finger length or pattern, hand geometry, wrist vein patterns and thermal images. Behavioral biometrics may include voiceprints, handwritten signatures and keystroke dynamics.
 The effectiveness of the various biometric methods vary, some are much more convenient and socially acceptable while others are intrusive and inconvenient.  Ideally, the best biometric method must be fast, non-intrusive, convenient, cost effective and as previously mentioned, socially acceptable.
  

In recent years biometric identification has reached a very high degree of sophistication and its accuracy is now considered to be at a level that far surpasses all other forms of identification. According to Richard Norton, Executive Director of the International Biometric Industry Association, "Using biometrics actually complicates stealing by an enormous factor."

 

The Eyes Have It


A person's eyes contain two forms of biometrics, the retina and the iris. Each are measured in different ways.  The retina scan looks at the vein patterns on the tissues at the back of the eyeball, while the iris scan analyzes the tissues of the ring that expands and contracts at the front of the eye to form the pupil.  The retinal scan is complex and requires light to be introduced in the eye at close range to illuminate the veins on the retina. It is somewhat likened to having your eye doctor peer into your eyes with light during a routine exam.  This form of biometric is considered highly accurate and makes it an excellent choice for high-security facilities, but it also requires the full cooperation of the person being scanned.
  It poses some problems for people who wear glasses or have problems with focusing in the reading device. Retina scanning technology has been improved in recent years but it still has an acceptance problem.
 


Iris scanning is a much friendlier mode of biometrics that uses standard photography to capture the pattern that forms the color of a person's eye.  Surprisingly, the iris remains unchanged from the time a person is 18 months old.
  The scan provides a digitized template that is placed in a data processor much like a grocery store bar code.  When that person requires access to a building, computer, or automated teller machine, the process repeats itself and is compared with the information stored in the database.  Unlike retinal scanning, iris scanning is less intrusive, can be accomplished with eyeglasses in place and works well in applications requiring identification rather than verification.
  In the 1993 science-fiction film "Demolition Man" the villain faced a dilemma: a lock on a science lab that was protected by a biometric device that required an eye scan to open it. The villain found a scientist, plucked out his eye and held it up to the scanner and was granted admittance.
  This scenario, while purely fictional, illustrates the belief many people have about the potential outcome of biometrics and their science fiction-like uses.  


In a Sandia National Laboratories Report, "A Performance Evaluation of Biometric Identification Devices," it was found that biometric techniques such as retina scanning had the most negative reaction when compared to all other methods. The invasive nature of retina scanning, which requires the user to remain still while an infrared beam is shined through the pupil of the eye significantly reduces the overall acceptance of the procedure.



Fingerprints

Fingerprint identification is one of the oldest biometric applications.  Some
believe that the Apostle Paul used his fingerprints to sign his writings, and
Chinese documents from the T’ang Dynasty refer to fingerprints being impressed
on business documents.
  Numerous historical references have been made
regarding the uniqueness of fingerprints since the 14th century.  The official
introduction of fingerprinting, as a means of criminal identification was devised by Sir Edward Richard Henry the Inspector General of Police in Bengal, India.  The modern Henry System of ten-finger identification was born and has been used
ever since.
  


The Henry system divides fingerprints into three patterns: loops, whorls and arches.  All ten fingers are considered a unit for the purposes of classification.  The fingerprint set is then assigned a classification represented by a combination of numbers and letters for future reference.


In late 1960 the Federal Bureau of Investigation (FBI) began its efforts to automate the fingerprint processing system.  The ambitious and much anticipated National Crime Information Center (NCIC) 2000 database promised field access to FBI fingerprint files so officers can confirm the identities of the people they are dealing with.
  But this new technology doesn’t come without some serious costs.  NCIC 2000 was more than 90 million dollars over budget and will eventually cost state and local agencies millions of dollars to upgrade their current fingerprint systems.
  This substantial investment in technology on their behalf will place new computer terminals in patrol cars and networking equipment within their departments. As a result hundreds of hours will be spent in programming.


While NCIC 2000 holds promise for in-field fingerprint checks, its sister system the Integrated Automated Fingerprint Identification System (IAFIS) will add a greater search dimension during the booking process. IAFIS has the capability of searching its database and providing a response to an inquiry in less than two hours; historically this process could have taken months to compete. 
IAFIS permits law enforcement to check individuals, arrested for petty crimes, for major crimes they may have committed in another jurisdiction or state.


The benefits of fingerprint scanners, such as live scan, is that they are harder to fool then some biometrics such as face recognition.  Their ability to measure the uniqueness of a person’s fingerprints makes them a convenient and trustworthy tool.  The downside is the cost, which ranges between $30,000 - $60,000 and can strap smaller departments.

Hand Geometry


Hand geometry is a biometric based on the premise that the size and shape of a person’s hand doesn’t change after a certain age.
  Everyone’s hand has a distinct size and shape, and its three-dimensional characteristics including length, width, thickness and contour of the fingers make it possible to measure and encode.
  Methods of measurement usually fall into one of two categories – mechanical or image detection.


Hand geometry was the first biometric to be used in a commercial setting.
  The device, Identimat, came on the market in 1976. 
  In 1993, United States Immigration authorities opened the Immigration and Naturalization Service Passenger Accelerated Service System (INPASS) at John F. Kennedy and Newark airports.  Applicants for the program are enrolled after they are interviewed and their identities confirmed by authorities.  Their palm is scanned and they are issued an identification card that permits them to by-pass the
normal airport checkpoints and proceed to a kiosk where their hand is scanned and matched to the information on their identification card. 
 


The comparison data for hand geometry is small which means that the chances of someone having the same characteristics are much greater than other biometrics such as fingerprints or eye scans. For this very reason a secondary form of identification or verification is usually required – such as the card in the case of the INPASS application.

Face Recognition


Facial recognition is the most natural means of identification – and it too is a biometric.  Facial recognition is the ability to identify another individual by the various characteristics of their face, which include: ears, eyes, nose, mouth and head shape.  Police sketch artists have been marginally successful at recreating facial images from witness and victim statements, and police technicians trained in using celluloid templates such as Identikit were sometimes able to get a fairly accurate depiction of suspects.  It is easy for humans to identify one another, but it becomes quite a different story when computers attempt the task.


But, with new computer technology and digital imaging facial recognition is becoming one of the fastest growing biometric technologies.  Hardware is not very expensive and a good facial recognition system can be run on standard personal computer hardware.


Early facial recognition systems relied on two dimensional mug files; however; new systems use object-oriented programming that incorporates three dimensional composite technology that can easily identify angle-viewed face images of subjects caught on video surveillance or still-photo cameras.  In seconds, the computer matches facial features of the subject photo or video with its stored files and makes the identification.  More than 60 million images can be stored on a typical desktop computer from which sixty-four facial features and fifty-six points of comparison can be made.


One important advantage of facial recognition technology is its cost; it is one of the least expensive biometric technologies.  The combined price for hardware and software can be as low as $400 per set-up. 

Voice Print


Voice analysis or voice printing has not received acclaim as a biometric.  The process can be slow and the quality of the sample can be affected by emotions, physical impairment due to drugs or alcohol, and illness.  Voiceprints offer an excellent means of accessing databases from remote locations,
 making it possible for the user to use a telephone and be some distance from the information they desire.  


Voiceprint verification uses bass and treble tones, larynx vibrations, and nasal tones to establish and verify user identity.
  Voice printing requires the enrollment of the user who must repeat a set of phrases several times as the system monitors what the speaker says.  From these repeated phrases a template is made that eventually recognizes the user.


Voice printing differs from speech recognition in that the computer analyzes voice patterns as opposed to trying to understand what is actually said.

Lesser Known Biometrics

One of the lesser-known biometrics includes signature recognition, which is based on the dynamics of signing your name.  It analyzes how you accelerate your pen, the direction you write, pressure on the paper and length of your pen strokes.
  LCI Technology Group has invented a “smartpen” device that contains a microcomputer and functions as a ballpoint pen.  The “smartpen” effectively measures a person’s signature and according to Sam Asseer, chairman and CEO of LCI, “This product is the missing link in the security loop.”


Another lesser known biometric is thermal imaging, which takes measurements of body heat with an infrared camera.  It is extremely difficult to fool, but it also requires extremely expensive infrared cameras that make it prohibitive to own.  For this reason thermal-imaging technologies are usually reserved for situations requiring ultra-high security such as nuclear facilities or specialized research laboratories.

Evaluating Individual Biometric Potential

The basic premise behind any biometric is that it provides the right amount of security or verification, or properly identifies those individuals it’s supposed to identify.  How do we know if a particular biometric is capable of doing its job?  False accept rates (FAR) and false reject rates (FRR) are used to gauge the identifying power of a particular biometric.  FAR and FRR require exceptionally large statistical samples, most of which are hard for the industry to provide.

The following is an example from a Recognition Systems White Paper titled, Convenience VS Security: How Well Do Biometrics Work? 

A business with 100 employees has a biometric device at its front door. Each employee uses the door four times a day, yielding 400 transactions per day. 


A False Reject Rate of 1.0% predicts that every day; four good guys (1% of 400) will be denied access. Over a five-day week, that means 20 problems. Reducing the False Reject Rate to 0.1% results in just two problems per week. 


A low False Reject Rate is very important for most applications, since users will become extremely frustrated if they're denied access by a device that has previously recognized them.


False accept rates determine the probability the wrong person will be allowed access or be identified whereas false reject rates determine the probability a biometric device won’t recognize or identify the proper person; the point at which these statistical curves cross is referred to as the equal error rate.  Equal error rates provide an indication of an individual biometrics performance. The lower the equal error rates the better. 


It is important to understand the meaning and implications of the FAR and FRR.  A system that delivers optimum service, for a specific purpose, under the right condition, will deliver the intended result.  If it doesn’t, users will lose confidence in the system and seek out ways of evading or sabotaging it.

Social, Technological, Economic, Political and Legal Issues

Social


Biometrics has no established governmental protocols or use.  As well, no industry standards have been implemented for the development of biometric measuring devices.  These issues alone will impact the widespread use of biometrics in law enforcement.  Society wants to be insured that government is not going to be overly intrusive; therefore, the lack of regulation will make the public skeptical about using biometrics.  As the learning of individual users increases and regulations are established governing the technology, public mistrust should diminish. 


The introduction of biometrics into our daily lives, as with teller machines, will increase the comfort levels of the users.  Once people know how a biometric systems work they will come to realize effectiveness and value of the technology. 
 However, biometrics more than any other identification or verification system imperials our sense of individuality
 because it uses a part of us instead of something about us.  For this very reason, users will want to be insured that those parts remain private and protected.

Technological


Biometrics technologies that are used for specific purposes may achieve a certain level of confidence from the use.
 Law enforcement officers, by nature, 

are skeptical individuals and they will want to know that biometrics can be trusted to deliver their intended results.  The potential benefits of any biometric, especially when integrated with a second biometric, is improvement in: administrative costs; identification and verification; access to information; and, overall security.


All forms of identification are opposed in some form or another at some point in time.  The greatest degree of public distrust is associated with biometrics due to its invasive nature.
 As with any technology, mismanagement will result in undesired and unanticipated consequences. 

Economics


Since most biometrics, excluding fingerprints, are relatively new to law enforcement the economic impact of their acquisition is untested.  Some systems such as facial recognition can cost as little as four hundred dollars while a thermal imaging system can cost hundreds of thousands of dollars.
  As with any commodity, competition in the market and consumer demand dictates price structure of the item.  As biometrics become more commonplace, their prevalence is likely to drive down the price allowing more systems to be acquired by mid-sized law enforcement agencies.  Even if law enforcement doesn’t create its own market niche, private businesses such as financial institutions and the gaming industry will create an enormous market 
and possibly drive down the acquisition price of many , if not all, biometric devices. 

Many mid-sized law enforcement agencies are facing a forced conversion to biometrics via the NCIC 2000 computer.  The cost to these agencies is estimated to be $30,000 - $60,000, plus programming and data entry costs.
  Many departments, large and small, have not planned for the purchase of the hardware and software that will provide the interface between their departments and the FBI’s national computer.

Political


The increase in Internet-based theft will create an even stronger interest with politicians at every level of government.  They will have to walk that tightrope that separates an individual’s right to privacy and the government’s need to protect its citizens.  The burgeoning number of complaints due to cyber crimes and identity takeovers will force the government to promulgate laws that deter Web-based crime through the use of biometrics.  These laws will give law enforcement added tools to fight these crimes, but the government will be cautious in its overall approach so as to safeguard individual privacy.  As government approves the widespread use of biometrics, political action committees and public interest groups will be vocal about the perceived loss of privacy and a government shift toward Big Brother.

Legal


As law enforcement is granted the right to use biometrics beyond that of fingerprinting suspects, it will need to be cognizant of those inalienable rights guaranteed by the fourth amendment to the U.S. Constitution.  It has long been true that suspects have no right to refuse to give their fingerprints and recent legislation has made it possible to retrieve DNA samples from individuals convicted of certain offenses.  As biometric uses expand, there will be an expectation by the public that their personal biometrics will be held in the strictest confidence and not be misappropriated for uses beyond which it was first intended.  There is legal precedence established by the California Supreme Court in Perkey v. Department of Motor Vehicles, that indiscriminate use of fingerprint records violates privacy rights.


Organizations such as the American Civil Liberties Union (ACLU) argue that police cannot take a person’s fingerprints without probable cause.  According to Barry Steinhardt, Associate Director of the ACLU, “The Technology would almost inevitably be used in a racially discriminatory [manner], given the ways police make decisions on whom to stop.” 
   It is highly probable this issue will occur no matter which biometric law enforcement finds most beneficial and puts into use.  As with any sensitive information, safeguards such as encryption, authorization and restriction will maintain the integrity of the tool.  Many new technologies are slow to catch on with the public.  But, once they understand how a technology works and what its intended use is supposed to achieve, they are quick to embrace it.   Biometrics still has several hurdles to overcome, which may impinge on its public acceptance and eventual use by law enforcement.   First, is the acceptance factor, which goes hand in hand with educating the public and permitting them to discover how well biometrics work in their own interest.  Financial institutions are beginning to experiment with biometrics as a component of their automated teller machines.  Soon, iris or finger scanning may replace personal identification numbers.  These types of transactions hopefully will include confidence in biometrics, allowing them to become more readily accepted.  Second is regulation – or lack thereof.  Currently, there are no standards by which biometrics are governed.
  While abuse is rare in its present state of use, the potential for widespread abuse increases as biometrics become mainstreamed.  Finally the issue of interoperability, or the ability of one biometric system to function on a variety of operating platforms.
  Ideally, biometrics should have the ability to interface with each other and to perform on a number of operating systems whether mainframe or stand-alone personal computers.

Conclusion

Biometric technology will play a part of the future of law enforcement.  However, not every available biometric system may have applicable uses in identifying criminals.  Iris and retina scanning are difficult to fool but they are intrusive and inconvenient.  Their target group would most likely include detention and correctional facilities and law enforcement agencies requiring strict access control.  Hand geometry has the benefit of small storage requirements and intuitive operation but it is slow and less accurate then some of the other available biometric systems.  Its uses might include facility security and area access such as property room and crime lab admittance.  Facial recognition offers the greatest possible law enforcement use.  It is fast and one of the least expensive methods on the market.  Nonetheless, the system can be fooled by poor lighting and some disguises worn by subjects.  These high-tech mug shots used in conjunction with fingerprinting could dramatically increase law enforcement’s ability to identify not only petty thieves such as shoplifters but serious felons such as bank robbery suspects and terrorists.  Voice print analysis is inexpensive and has remote applications, but can be affected by the users physical condition or emotional state.  Possibilities for its use may include field investigations where officers required access to database information.  As voiceprints improve, officers could be registered in communications systems and identified by their voice as opposed to a call sign.  Signature recognition is an inexpensive biometric system also affected by the user,s physical condition and emotions.  As law enforcement becomes more computerized and paperless, signature recognition will be used for a variety of reasons.  Officers can sign for their reports, and law violators will be identified by electronic signature.  Thermal imaging is the most secure of the biometric systems.  It is extremely hard to fool but requires expensive infrared cameras.  Its potential uses would include areas requiring ultra-high security such as courtrooms and property and equipment storage involving munitions, narcotics and money.

Fingerprinting will continue to flourish as a law enforcement biometric identification.  Its low cost and high degree of reliability will keep it around for some time.  The manner in which fingerprints are collected, analyzed and compared has changed dramatically from printing to scanning, but their reliability and public acceptance continues to make them the premier identifier.  The general public may have little tolerance for being subjected to certain biometric analysis, but the application of certain biometric systems in conjunction with tried and true methods will ease the public’s “Big Brother” concerns and fears that government is being overly intrusive.

Biometrics has proven to be effective in many applications outside law enforcement.  Casinos, state welfare systems, airport security and airline ticketing and border control have cut costs by having biometrics perform the work of several employees.  Traditional investigative techniques have worked well for law enforcement but it is time to give serious consideration to taking the next step toward making technology work to our advantage as well.  We need not  abandon our experts and best practices for the sake of technology.  Yet, we must integrate and fuse those things that work to our advantage in order to become more efficient and effective in arresting law violators, preventing crime, and protecting those we serve as well as their personal information.

The world is changing at an ever-increasing rate.  There are times when it seems impossible to keep up with technology and its social implications.  Biometrics will definitely improve law enforcement’s ability to apprehend criminals and at the same time provide society with an added measure of protection against today’s sophisticated thieves, con artists and cyber crooks.  The public we serve has to be assured that these very personal forms of identification and verification will be used according to their intended purpose and never for selfish or personal reasons.
Law enforcement leaders need to be proactive in the implementation of biometric systems in order to fulfill their department’s missions.  This means that they must seek as much information as possible about the various biometrics at their disposal and create a vision or desired future state that incorporates the technology into the strategic plan for their department.  The implementation of any change cannot and must not occur in a vacuum; the law enforcement leader must include himself or herself, the final recipient, and everyone in-between in the decision making and transition process.  Trust is a big part of change and the way trust is built is by practicing the politics of inclusiveness.   This inclusiveness should pertain not only to members of the organization but also should pertain to community representatives that are trained and educated in the use of biometric systems.  They are an important constituency that must be afforded the opportunity to participate in the process.

The probability of an error free biometric system that offers immediate results is highly unlikely.  The possibility of a completely computerized biometric system for law enforcement in the near future is remote as well.  The most likely possibility will include an interface between the technology and expert technicians who will interpret biometric system matches.  Letting the automated system reach its conclusion as to the subject’s identity, and then permitting an expert make the final determination will provide the appropriate checks and balances to the identification process that will ease the minds of our distrustful society. 
The impact biometrics offers to law enforcement is potent, but potent in many respects.  It promises personal security and criminal identification beyond anyone’s wildest imagination and yet excites the potential for civil unrest more than any other technological advancement in recent history.  Its advantages for law enforcement will only be realized once the public is sure that the benefit of its protective ability far outweighs its intrusive reputation. How different would the events of September 11, 2001 have been if law enforcement agencies in this country used biometrics to identify airline ticket holders or to identify foreign nationals entering our country?  The answer to this question will never be known.  The importance of the lesson is to insure tragic events such as those do not repeat themselves.  The impact of biometrics on law enforcement will be significant so mid-sized agencies must be prepared.
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